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Introduction:  
The cybersecurity sector’s trial by fire

Australian organisations have been hit before, but not like this. Through October 
and November 2022, breaches at telecoms, health insurers, energy suppliers, online 
retailers and real-estate agents have exposed the data of millions, leaving many 
CISOs scrambling for answers.

Worse, these breaches are not an aberration, but part of an upward trend in security 
incidents. The Australian Cyber Security Centre (ACSC)’s 2022 report1 shows the 
number of attacks rising 13% over the last 12 months – and they rose by around the 
same volume the year before too. 

According to Mimecast’s State of Emal Security Report 2022, Australia saw a higher 
than average increase across all email-related attacks, with 77% of companies 
surveyed hurt by a ransomware attack, up from 64% the previous year.1.1

Findings from Mimecast’s State of Ransomware Readiness Report 2022 revealed 
that 20% of surveyed Australian organisations had sustained 6 or more ransomware 
attacks in the past year – higher than any other country surveyed.1.2

The response to this wave of breaches will be crucial for Australia’s cyber future. As 
the government considers its response, what should individual CISOs and CIOs do 
next?

There are obvious questions here for senior security leaders:

1. What just happened, and why?

2. How do I talk to my board about it?

3. How can we respond if we are breached?

4. How can we manage risk better in the future?

With insider advice from fellow CISOs on Mimecast’s Customer Advisory Board, we 
explore the factors that led to the latest breaches, a CISO’s duty of care and best 
practice in incident response and attack surface management. There are many 
lessons to learn from these attacks – and even some grounds for optimism. 
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Some of this year’s breaches have been colossal
Our first chapter, The big breach nightmare, explores how the attackers breached 
so many organisations, and why Australia is in the firing line of both workaday 
cybercriminals and sophisticated ransomware gangs.

The impacts of those attacks have been huge, with shareholder value hit and 
thousands of customers affected by scams using stolen data. These consequences 
underline your duty of care as a CISO. Chapter two, CISOs, breaches and the duty 
of care, explores how security leaders can safeguard customer data and deliver a 
strategy that balances risk and reward, while working productively with a board that 
may be panicked by recent breaches.

These breaches will not be the last. Sharks sniff out blood in the water, and the recent 
carnage will attract more cyberattackers. As they circle – and no matter how well 
you manage cyber risk – there’s always a chance you’ll be breached. Chapter three 
makes the case that Incident response is every team’s responsibility, but a knee-jerk 
reaction is not the solution. As one CEO advises, “the first thing you do in a crisis 
typically makes things worse”. We look at best practice in incident response and 
communications.

Given today’s fluid environments, no CISO can guarantee 100% security. But our final 
chapter, Managing Your attack surface, explores what you can do: make yourself 
a harder target and make the potential impact of a breach less damaging. We look 
at the way Optus, Medibank and the rest were breached, and explore how attack 
surface management can help you pick your battles, using awareness training, 
effective credential management and zero trust to manage cyber risk.

This wave of breaches represents a crisis for Australian cybersecurity. But they are 
also an opportunity for change. “The board is being very supportive of our needs,” 
notes one member of Mimecast’s Customer Advisory Board, in a view that’s common 
among many CISOs. “They know that we need to be as prepared as possible because 
it’s a case of when, not if.”

This growing awareness of the risk of breaches can offer far-sighted CISOs the 
scope to push change, ramp up budgets and build relationships across different 
departments. This may be a dark time for cybersecurity – but there’s light on the 
horizon.
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Attacks have ranged far and wide, from major 
corporations such as Optus and Medibank to smaller 
businesses, leaving CISOs shaken and boards 
concerned.

As the government considers new measures, organisations must look to their 
security. But what lessons can we draw from this wave of cyberattacks, and how can 
Australia’s cybersecurity sector best respond?

Some of this year’s breaches have been colossal
The breaches have hit household names hard and brought cybersecurity into the 
public eye at a whole new scale. In late September, telecoms giant Optus revealed 
that the data of around 10 million customers had been exposed, including names, 
contact details and several million passport and driving licence numbers. Data from 
the breach is believed to have already been used in multiple scams2.

Weeks later, Medibank announced a “cyber incident”, later confirming that 9.7 million 
Australians’ data was affected, including Medicare numbers, dates of birth and codes 
that indicate diagnosis and treatment. A sample of the user data has since been 
shared by an alleged hacker. The health insurer also revealed that it was not covered 
by cyber insurance, and its shares have dropped to their lowest level for two years.

But the breaches did not end there. Over 200,000 people’s records were exposed 
in an attack on Medlab Pathology that went unreported for eight months3 and real 
estate firm Harcourts had its Melbourne rental property database breached, with 
Telstra, MyDeal, wine retailer Vinomofo, the Australian Music Examinations Board 
and EnergyAustralia also hit.

The breaches could have been avoided (in theory)
In hindsight, it looks like these breaches could have been easily avoided. 

Investigations are ongoing, but we already know how some incursions were made:

1. Optus – a misconfigured API gave a hacker an easy route in

2. Medibank – compromised login credentials were used to access Medibank’s files, 
probably by a sophisticated ransomware group

3. Vinomofo – customer data was exposed while testing a digital platform

4. MyDeal – compromised login credentials were exploited

5. Australian Music Examinations Board – a crucial patch was not applied, leaving the 
online shop open to malicious script

6. EnergyAustralia – in the absence of multi-factor authentication (MFA), several 
customer accounts were taken over

Chapter 01: The big breach nightmare
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“None of the intrusions are the result 
of indefensible exploits”, notes 
Information Security Media Group’s 
Jeremy Kirk. “The people behind 
these attacks are most likely 
workaday cybercriminals, not your 
top-level nation-state attackers.”

But the lesson to take away here is that no matter 
how large or well-funded the cybersecurity function 
might be, there will always be gaps somewhere. It is 
an unavoidable fact that comes with any tech-enabled 
organisation.

What we can control is the probability of becoming a 
target, which is why the focus should be on ensuring 
that security fundamentals like awareness training, 
security configurations and patching are regularly 
actioned. These measures won’t guarantee 100% 
security but will greatly reduce the risk of getting caught 
out by a data breach.

“None of the intrusions are the result of indefensible 
exploits. The people behind these attacks are most 
likely workaday cybercriminals, not your top-level 
nation-state attackers.” - Jeremy Kirk, Information 
Security Media Group

These incidents are just  
the tip of the cyber iceberg
While many attacks may lack sophistication, the 
damage they cause is very real. The sheer number 
of attacks and attempts means that sooner or later, 
a major breach can and will occur somewhere. The 
Australian Tax Office has revealed that it suffers three 
million attempted hacks4 every month, while the census 
website fought off around a billion attacks5 in 2021. 
If we also consider the number of attempted hackers 
and the large number of successful breaches that were 
never reported (or simply haven’t been discovered yet), 
this year’s headlines are just the tip of the iceberg.

Why Australia is in the firing line
The rise of remote work and adoption of IoT devices 
have dramatically increased the attack surface of 
the average organisation in a relatively short period 
of time. This rapid shift has created opportunities 
for cybercriminals globally. But why have Australian 
organisations been breached so often in recent 
months? The ACSC notes that, with the highest median 
wealth per adult in the world, “Australia’s prosperity 
is attractive to cybercriminals”6. That wealth could be 
better protected: 16 countries, including APAC peers 

Malaysia, Singapore and Japan, rank higher in the 
Global Cybersecurity Index7. More worryingly, the 
Digital Quality of Life index ranks Australia 36th in the 
world for cybersecurity.

Slow adoption of cloud security, difficulties hiring 
cybersecurity professionals and gaps in government 
policy are all contributing factors. What’s more, both 
hostile nations and ordinary cybercriminals could see 
the recent breaches as an opportunity.

“The worry for Australia should be that nation-state 
actors may very well see Australia as a soft target,” says 
Information Security Media Group’s Jeremy Kirk. “If the 
workaday cybercriminals are having so much success 
now, Australia may be in for a rough run.”

The government is taking  
action, but there are concerns
The government acted quickly as news of the breaches 
broke, with Home Affairs Minister Clare O’Neil criticising 
Optus for “leaving the window open”8 and failing to 
protect customer data. Overhauled privacy measures 
and increased breach penalties have been announced.



SECURING AUSTRALIA’S CYBER FUTURE  |  8

3. Deeper engagement of cybersecurity within organisations. That can include 
security being invited to departmental meetings, security KPIs being put in place 
across multiple teams and a renewed focus on awareness training, incident 
response plans and breach tabletop exercises.

4. The unification of the cyber community. “It never used to be this close,” said 
another board member. “We used to judge from the sidelines but now it’s on our 
shores and impacting us all.” There is also a growing openness to sharing learnings 
and information across the cybersecurity community, fostering a supportive cyber-
aware culture across multiple sectors.

5. Increased impetus for ambitious new policies and measures, and for meeting 
standards like the General Data Protection Regulation (GDPR).

Do the basics right, and focus on incident response
It’s easy to get caught up in the doom and gloom, but it is also worth remembering 
that the majority of recent breaches have not been sophisticated. Companies that 
do the basics right, by securing APIs, staying on top of patching, enforcing MFA and 
building effective, multi-layered cybersecurity are at a much lower risk from such 
attacks. They can also bounce back faster, and make that cybersecurity nightmare 
feel like it was just a bad dream.

Cybersecurity professionals agree the government has a major role to play, but also 
want the freedom to manage their own incident response. “We want clarity on the 
role of government,” said one member of Mimecast’s Customer Advisory Board. 
“We don’t want them swooping in and taking over – there are some things they can 
help with, but other aspects they shouldn’t. It’s important that these scenarios are 
managed by the right people using the right processes.”

The debate over how far government oversight and control should extend into the 
private sector is ongoing, but it is clear that, given how much personal data private 
organisations hold about their customers, the security of literally millions of people is 
hanging in the balance.

Some positives can be drawn from the breaches
Despite this wave of breaches, it’s not all bad news in the security world. These 
incidents have also served as a wakeup call for many leaders, and we are seeing some 
positive changes happen at the highest levels of leadership in both public and private 
organisations.

Positives include:

1. More engaged boards that understand a breach’s impact on company profits and 
reputation. “The recent breaches have resulted in the Board being very supportive 
of our needs, knowing that we need to be as prepared as possible, because it’s a 
case of when, not if,” observed one Advisory Board member.

2. This shift in mindset is a huge advantage for CISOs, and it has led to budgets being 
unlocked for cyber insurance, better tools and new hires.
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For many CISOs, this 
wave of attacks is 
unprecedented.

“We have cyber insurance, we have 
experienced crises from natural 
disasters,” acknowledged one member 
of Mimecast’s Customer Advisory Board 
after the attacks, “but you’re never really 
ready for something like this.”

The fallouts of these breaches are still 
rippling across the economy. Customers 
may suffer lost data and scams, 
demanding that some action be taken. 
Boards may be fearful of reputational 
damage and regulatory fines. Executives 
can feel caught between a duty of care to 
customers and their assets on one hand 
and a responsibility to keep budgets 
tight and protect shareholder value on 
the other.

It can feel like a no-win situation, but 
if CISOs can communicate effectively 
and balance the needs of different 
stakeholders, the recent breaches 
can be an opportunity to build better 
cybersecurity.

Cybersecurity’s duty of care
“Duty of care” is a legal term, but in 
simple terms, it means that a person or 
organisation should not act in a way that 
harms others. How it operates will vary 
from organisation to organisation and 
role to role. For example:

1. A board’s duty of care is to act 
prudently and properly manage 
its organisations’ workforce and 
assets. Communicating clearly 
with shareholders, ensuring legal 
compliance and delivering profits are 
their key responsibilities.

2. An organisation’s duty of care to 
its customers includes ensuring its 
products are safe and meet national 
(the Privacy Act9) and international 
(such as GDPR10) standards relating to 
the storage, processing and security of 
personal data.

Chapter 02: CISOs, breaches  
and the duty of care

3. A CISO’s duty of care is neatly 
summed up in the GDPR guidelines, 
which note the “obligation 
to implement technical and 
organisational measures to ensure 
a level of security appropriate to the 
risk, to carry out data protection 
impact assessments and mitigate 
risks arising from the processing of 
personal data”.

Fulfilling the duty of care to 
your customers
In cybersecurity, the question at the 
heart of duty of care is not “were you 
breached?”. Instead, it’s a question of 
whether your policies were appropriate 
and were responsibly carried out. Duty 
of care drives trust; it makes a breach 
less likely, and if one occurs, it is the lens 
through which shareholders, customers, 
regulatory bodies and governments 
will review your actions. There are still 
many organisations where this duty of 
care is poorly defined, which can lead to 
trouble for CISOs trying to structure their 
organisation’s cyber policies.

A breach can be life-changing for 
customers whose personal information 
is stolen. Hundreds of scams were 
reported in the immediate aftermath of 
the Optus and Medibank breaches, with 
tennis legend Todd Woodbridge11 among 
those targeted.

Those whose details are used in scams 
may suffer financial loss, ongoing 
identity theft issues and severe stress, 
with one study12 finding that victims 
“exhibit many of the same symptoms 
(such as anxiety, depression and hyper-
vigilance)” as survivors of PTSD. Even 
customers who have not been directly 
affected may worry about their safety 
and think about taking their business 
elsewhere.

“You can replace your 
credit cards and your 
passport, but you can’t 
replace your health data.”  
– Mimecast Customer Advisory Board
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How you respond is critical
These impacts underline why duty of care is so 
important for maintaining customer trust – and why 
governments take regulation so seriously, with fines for 
individual breaches set to rise to $50 million or more13.

To prove a duty of care, organisations must think 
carefully about their grounds for keeping data, and the 
measures they use to protect it. But incident response 
is also critical, including password resets (whether 
advised or forced), notification of affected customers 
(with as much data as you can provide about the 
incident), support (from trained, informed advisors) 
and ongoing monitoring. Healthcare is a sector with 
a particular duty of care, observes one of Mimecast 
Customer Advisory. “You can replace your credit cards 
and your passport,” they explain, “but you can’t replace 
your health data.”

What shareholders expect from boards
Boards must be transparent in their communications 
with shareholders. Another part of their duty of care 
is a strategy that balances securing data and satisfying 
regulators while protecting the commercial bottom line. 
There are many ways a breach can impact shareholder 
value:

1. Direct fiscal loss from theft, ransomware or scams

2. Intellectual property loss14

3. Regulatory penalties

4. Reputational damage – the Australian Cyber Security 
Centre (ACSC) notes the example of a hedge fund15 
that recovered most of its funds from an attack, but 
went bankrupt after spooked clients walked away 
from its business

5. Costs incurred during recovery – after its breach, 
Optus had to rebuild its entire database16 of 10 
million customers

6. The resource cost of incident response and 
communications – teams may need to be pulled  
from vital work or hefty legal or third-party  
support bills paid

IBM estimates the average cost of a breach at $4.35 
million17, but with the above factors considered, the real 
cost of an incident can be far higher. Medibank’s share 
price dipped 20% after the attack and have said the 
initial one-off costs are estimated at $25-35 million18. It’s 
no surprise that shareholders want to know that their 
assets are being protected, and to have visibility into 
cybersecurity strategy and its impact on profitability.
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What boards expect from their CISOs
Every CISO knows what it’s like when the board’s heads all turn their way. And given 
the scale of recent breaches, that’s going to be happening increasingly often. In 
response, CISOs need to have a clear plan for how they will meet their duty of care, 
and supply clarity, evidence and a concrete plan for their overall cyber strategy. Key 
steps include:

1. Auditing your assets and prioritising their defences. As one of Mimecast’s panelists 
notes: “Organisations need to determine what their crown jewels are and who their 
adversaries are, and then focus on that area most of all.”

2. CISOs need to turn these threats and impacts into hard data, and that data into 
a compelling narrative19 that resonates with technical and non-technical board 
members.

3. While that means being selective about the metrics they share, it also means 
making a case for cybersecurity as an opportunity rather than just a cost. Strong 
cyber credentials can open up new markets and win public trust – supporting a 
duty of care to customers, and your bottom line.

4. Preparing for the worst means playing out breach scenarios and connecting with 
other departments to build an incident response plan. This can not only limit the 
damage of a breach: it also shows observers that you’re taking your duty of care 
responsibly.

All these approaches require regular contact between boards and CISOs. Building a 
positive relationship with the board means listening to their concerns20 and working 
transparently. Using a narrative-driven approach can help members understand 
the impacts – positive and negative – that you raise. Cyber doesn’t all happen in the 
boardroom, of course: now is also a good time to remind your team of the basics – 
with regular patching, good email security and multi-factor authentication, many of 
the recent breaches would never have happened.

Why the duty of care discussion is more important than ever
There’s a push and pull in the duty of care debate. Shareholder value and customer 
privacy, for instance, can sometimes seem like conflicting goals. The solution lies in 
setting realistic, practical expectations and goals. While this wave of attacks is bad 
news for cybersecurity, it’s also a great time to recalibrate the connections between 
customers, shareholders and the board. This is the perfect time to raise the impact 
of major breaches – and make your case for a responsible, vigilant, company-wide 
strategy that can keep your assets safe, even while others are losing theirs.
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Breaches leave organisations in a very tricky 
position. Respond the wrong way, and you’ll  
give attackers the time to wreak more damage.

A hasty, knee-jerk response to a breach can leave your customers panicked and 
alarm shareholders and markets. Mistake can pile on mistake in a cycle that may 
even be terminal. But if your response is well-considered and planned out, you can 
protect shareholder value, reassure customers, regulators and your own board – not 
to mention set the stage for better cyber resilience. 

The recent wave of breaches contains plenty of lessons 
The impact of the recent wave of breaches has been enormous. Recovery costs, 
customer compensation, legal and regulatory costs can cripple even major 
organisations. The Optus breach shows how the long-term customer management 
side of incident response can be a gargantuan undertaking on its own – the company 
has set aside $140 million21 for a programme of customer actions, including 
an independent review, third-party credit monitoring and the replacement of 
identification documents. These costs make it even more crucial that organisations 
manage the aftermath of a brief as effectively as possible. 

Incident response starts with preparation 
An incident may blindside you, but you should always have a plan to fall back on. An 
incident response plan22 gives cybersecurity, IT and comms teams practical steps 
to follow in the event of a crisis. Building a plan will involve reviewing key threats 
and responses, specifying who is responsible for individual tasks or decisions 
and managing regulatory concerns. The plan should be signed off by separate 
departments – including communications, your legal team and the C-suite, well 
before a breach actually happens. But you can’t just clock off once you’ve made a 
plan. Training needs to be ongoing and policies must be regularly reviewed based on 
internal changes and shifts in the threat landscape. 

A good incident response plan won’t just help you manage a breach: it will shape 
the way the incident is framed by the media and regulatory bodies. After the Optus 
breach, some observers praised the company for its “swift actions”, with Phillip Ivanci 
of automation and security giant Synopsys saying, “The fact their CEO was able to 
provide initial details and a public statement seemingly within hours on a national 
public holiday means that Optus must have a well-established, and well-practised, 
incident response plan.”23 

Chapter 03: Why incident response  
is every team’s responsibility
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Clear communications are vital 
There’s a temptation to leap into action without 
thinking after a major incident. “The first thing you do 
in a crisis,” says Media-wize CEO Anthony Caruana, 
“typically makes things worse.” Rather than having “a 
stab in the dark”, Caruana advises taking a breath, and 
sticking to your plan. 

Misleading public announcements, for example, can 
be more damaging than silence. Following its mid-
October breach, Medibank at first announced only a 
“small cyber incident” with “no evidence that customer 
data has been accessed”24. Then, on October 27, 
Medibank said nearly 4 million customers’ data had 
been compromised. We now know almost 10 million 
customers are affected, with the hackers leaking 
Whatsapp chats that appear to show negotiations with 
Medibank’s CEO. 

There’s no perfect approach here, and Medibank did 
underline that “our investigation is ongoing”. But by 
going public with partial news, the company muddied 
its messaging – and may have sowed doubt in the 
minds of customers and shareholders. 

While external communications are usually developed 
and managed by the Comms team25 and delivered 
by the executive team, the reality is they can only 
communicate what they know up to that point. This is 
where swift investigation from the cyber team becomes 
critical to providing fast and accurate information to 
key stakeholders, who are then in a better position to 
develop clearer messaging. 

Building muscle memory across 
different teams helps crisis 
management 
Your decision-making will be clearer if you have worked 
through possible scenarios. One Mimecast Advisory 
Board member notes the advantage in training with 
other departments, and making exercises as real as 
possible. “Our communications team is involved in the 
overall strategy,” they say, “but historically it hasn’t been 
taken seriously enough. Breach tabletops should be 
practiced so often that they become muscle memory, 
rather than something that sits in a document.” 

Identifying the exact nature of the incursion is vital. 
Firewalls and intrusion detection systems can provide 
monitoring, with Security Information and Event 
Management tools able to combine and analyse data 
in real time, helping reduce the time before detection, 
and AI playing an increasing role26 in detection and 
response. But you’ll need skilled staff to crunch and 
document the results, and depending on the size and 
expertise of your team, this may be a time to call in 
third-party specialists. 

Shutting down, wiping and rebuilding systems can be 
an enormous job and, if customer data is involved, 
regulatory bodies may need to be involved. Optus has 
had to rebuild its entire customer database, comprising 
20 terabytes of data. If you know your systems, and are 
clear on the steps and responsibilities in the event of an 
incident, you’re more likely to be able to act decisively 
and limit these costs. 

“Our communications team is 
involved in the overall strategy, 
but historically it hasn’t been taken 
seriously enough. Breach tabletops 
should be practiced so often that 
they become muscle memory, 
rather than something that sits  
in a document.” – Mimecast Customer Advisory Board
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The questions will keep coming  
– have the answers ready 
If you’re breached, you may need to inform your customers, the OAIC27, the public 
and your insurers. Discussing different scenarios and planning your response28 to 
customers in advance is an integral part of any plan. You may decide that you will 
always reject ransomware demands (as Medibank did), but you should also play out 
possible actions if criminals start leaking your data in response. 

Communications around breaches are never easy. While aspects of Optus’s response 
have been praised, the company has also been criticised by Home Affairs Minister 
Clare O’Neil for suggesting the attack was “sophisticated”29, when current signs point 
to a blunt-force attack on an unauthenticated API. Stating your case in public is one 
thing, but being honest and owning your mistakes may go down better than excuses. 

Learning and preparation are the bedrock of crisis 
management 
There’s no magic bullet for every crisis, and the recent wave of breaches have shown 
a number of different approaches from the companies affected. A Mimecast Advisory 
Board member suggests that these incidents can be crucial for learning. “The Optus 
situation wasn’t handled well,” they say, “but it helped to get us to review our strategy. 
Now that we know what bad looks like, we can benchmark ours and see where we 
can make improvements.” 

CISOs and boards should take this moment to review their incident response plans 
and roleplay different scenarios. If the next breach is your own, take a deep breath, 
and trust in the preparations you’ve made. They could make a big difference to your 
customers’ data and your bottom line – not to mention your stress levels – as the 
storm breaks around you. 
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As the companies that 
were breached scramble 
to deal with the fall out, 
the rest of us have an 
obvious question: will 
we be next?

The rise of remote work, adoption 
of cloud services and increased data 
sharing between partners have 
dramatically complicated the business 
of cybersecurity. The idea of a single 
perimeter that can be policed with 
firewalls and swipe cards is a relic of the 
past. Instead, as attack surfaces grow 
increasingly distributed and complex, 
cybercriminals have more weaknesses to 
exploit than ever. If there’s one lesson to 
take from the carnage, it’s that assessing 
and protecting your attack surface is 
crucial to managing cyber risk.

The closer you look,  
the more gaps there are
The dust from this year’s cyberattacks 
is still settling, but it seems that every 
attack exploited a different weakness, 
from API misconfiguration to poor 
identity and access controls and 
slow patching. Most criminals are 
opportunists who seek out weaknesses, 
and with the number of integrations 
and potential entry points modern 
organisations have, there is simply 
no practical way to cover every single 
security gap. With so many different 
avenues of attack, where should you 
start your defence?

Chapter 04: Managing your attack surface

Start by identifying and 
actively managing your data
It may go without saying, but protecting 
your assets is harder if you don’t know 
what (or where) they are. Audits of the 
data you hold should be undertaken 
regularly. That’s particularly true for 
Personally Identifiable Information, or 
PII, which is governed by policies like the 
Privacy Act and GDPR.

Many organisations don’t think about 
data once they’ve captured it, but in 
many cases – think of data used to 
certify an individual’s account or address 
– hanging on to it offers no benefit to you 
but is a serious risk if you are breached.

An audit that includes cloud-based 
storage, partner organisations and 
testing platforms can help you trim away 
data you don’t need, identify the data 
you do, and find out who’s accessing 
it. Older parts of your network are a 
particular risk. “Legacy systems can be 
easily compromised,” says one member 
of Mimecast’s Advisory Board, “and 
organisations must invest the time and 
resources into hunting and updating.” 
Data usage reports are a vital tool here, 
allowing you to see commonly used data 
and identify areas with unusual traffic.

Assess your attack surface
Once you’ve audited your data, you can 
assess how attackers might reach it. 
Open-source intelligence, monitoring 
and threat intelligence can help you 
assess points of vulnerability. You’ll 
need to also weigh the impact of the 
exposure of data against the costs of 
protecting it. Some organisations are 
happy with a basic assessment, or one 
that relies more on meeting general 
maturity benchmarks or regulatory 
standards. But a thorough risk-based 
analysis30 that puts dollar numbers on 
the impact of different threats can help 
CISOs and boards assign resources more 
scientifically.

Every organisation will strike a different 
approach to assessment, based on 
their environment, the data they hold 
and the nature of their workflows. One 
useful model to keep in mind is the CIA 
Triad31, which sees the confidentiality, 
integrity and accessibility of data as core 
principles that shape decision making.
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Start with the basics – and trust no one
CISOs should always start with the basics. Getting the 
fundamentals right can dramatically strengthen your 
cybersecurity posture at relatively little cost. That 
means reviewing tools, checking certifications are up 
to date, optimising firewalls and undertaking rigorous 
patch management that ensures critical security 
updates are applied immediately. “Security ops have 
been saying the right things for years,” says another 
Mimecast Advisory Board Member. “Now IT ops needs 
to listen and catch up with the reality of where we are 
now. Patching is the perfect example; you have to do 
it all the time. It’s about creating the right habits all the 
way across, from leadership to IT ops.”

If carried down consistently, these measures will 
significantly reduce your attack surface. But it’s 
important to remember all we can do is reduce the 
probability of a breach. Eventually, someone will 
break through. When they do, segmentation and zero 
trust32 can ensure they don’t get too far. Network 
segmentation relies on sub-networks with strict access 
controls. Zero-trust frameworks are more holistic 
solutions, in which every request is assessed and 
validated separately, no matter who is making it or 
where they are on your network. That means in the 
event of a breach, the damage can be contained and 
minimised.

Manage human risk with Identity  
and credential management
Just as you audit your data, you should audit your 
staff. Strong access protocols that remove users’ 
credentials as soon as they leave your company and 
ensure employees only have the credentials they need 
should go hand in hand with strong authentication, 
whether attribute- or role-based. MFA and the latest 
passwordless technologies, meanwhile, make it harder 
for stolen credential attacks to succeed.

“Identity is a big one: how we uplift capabilities and 
what controls and context-based technologies are 
available,” agrees one Mimecast Advisory Board 
member. “We are now revisiting the budget to look at 
accelerating capabilities to adapt to new threats.”

The right training can reduce the risk of human error 
and ensure that cyber awareness runs through your 
company. It should be targeted, and based on real 
scenarios – the recent incidents provide plenty of 
material – with appropriate focus placed on phishing, 
devices, the use of social media and part time and gig 
employees. Neglect no one: you can be sure attackers 
won’t.

“Identity is a big one: how we uplift 
capabilities and what controls and 
context-based technologies are 
available. We are now revisiting 
the budget to look at accelerating 
capabilities to adapt to new 
threats.” – Mimecast Customer Advisory Board
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Budget and executive buy-in are crucial
Discovering a risk to your attack surface is only a marginal gain if you’re not able 
to strengthen your defences. CISO’s budgets have often been constrained, as one 
Mimecast Advisory Board member notes. “Sadly, vulnerabilities are often picked up 
on pen tests,” they explain, “but the time and money to fix the vulnerability is not 
available and so the fix is not actioned.”

That makes this wave of attacks a moment of opportunity for security leaders. 
Worried boards are turning to their CISOs33 for solutions. “We’re the new cool kids,” 
jokes another member, “because finally everyone cares what we have to say.” Striking 
when the iron is hot may give extra weight to awareness training and encourage 
other departments to factor cybersecurity into their decision making, as well as 
loosening the board’s purse strings.

Lessons learned about mapping your attack surface
The attacks on Optus, Medibank and the rest have jolted organisations across the 
country. Security leaders must seize the moment. Now is a prime time for companies 
to review the data they store and the attack surfaces that surround it. The measures 
we’ve listed would have prevented almost all of this spring’s big breaches.

By evaluating your biggest assets, and adopting the right policies to protect them, 
you can massively reduce your risk profile. And by making auditing and optimising a 
continuing, ongoing operational practice, you can build deeper cyber resilience that 
will serve you well for years to come.
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