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Overview
Overview

Security Awareness Is Not Enough;
Behaviour Change Is Key

Current State
Challenges

The people side of security has always played second fiddle to
investments in the latest security technologies. However, with a
growing recognition that employee behaviour is a critical risk factor,
organisations are now looking at security awareness and training
(SA&T) to influence employees’ perception of cybersafety.1 Still, a
program that is designed without considering employees’ needs
fails to cut through the noise of their busy lives. Ultimately, such halfhearted efforts often fall short of creating lasting behaviour changes.

Opportunities

APAC organisations must rethink how they design, deliver, and
measure the success of their SA&T activities with employees in mind
if they want to truly embed security into their corporate culture.

Conclusion
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Key Findings
Traditional SA&T is long and unengaging, uses
outdated content types, and does not rely on
behavioural science to achieve its objectives
of behaviour and culture change.
As a result, employees’ behaviour is not changing,
which further contributes to a disconnect between
employers’ perception and how their employees
really feel about security.
APAC firms must advance SA&T programs by
exploring alternative content types, providing
different methods of delivery based on employee
preferences, and extending training outside the
workplace.
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Overview

Building Security Culture Takes Centre Stage

Current
Current State
State

As understanding of security evolves, companies in APAC are clearly
seeing the link between SA&T initiatives, customer trust, and the
success of their business: 74% of IT and business leaders surveyed
declare that security culture is essential to a successful business.

Challenges

Customer data breaches and reputational damage around the world
are also encouraging businesses to reexamine their practices;
respondents report wanting their customers to feel secure as the top
driver for implementing SA&T initiatives (86%).

Opportunities

As a result, IT and business leaders place building security
awareness, behaviour, and culture as a top security priority for 2020,
relegating cost reduction for security to a secondary measure.

“How important are each of the following security
measures to your organisation’s 2020 agenda?”
High priority

33%

Critical priority

38%

Having an initiative or plan to build security awareness,
behaviour, and/or culture

9%

13%

Reducing costs
related to security

Conclusion
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Base: 120 senior IT and business decision makers at companies with >100 employees, with responsibility
for cybersafety in their organisations
Source: A commissioned study conducted by Forrester Consulting on behalf of Mimecast, February 2020

DON’T JUST EDUCATE: CREATE CYBERSAFE BEHAVIOUR

Overview
Current
Current State
State

Decision Makers
Think That Their
Leaders Made
Security A Social
Norm, But Employees
Say They’re Wrong
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Decision makers in the region generally think that their companies’ leadership teams have made
security a social norm by leading by example and encouraging others to practice good security
(59%).2 However, employees have a different view: More than half (53%) disagree with that statement,
and 51% believe their managers do not stress the importance of good security practices.
Almost half of business leadership teams (45%) still have the incorrect perception that security
impedes on their workforce productivity. Thus, they have yet to fully embrace and implement security
norms, further contributing to the disconnect between security and business in their organizations.

Challenges
Opportunities

“What security attitudes would you
consider to be the most difficult to
shift in your organisation?”

Conclusion

45%
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Leadership feels like security
impedes on employee productivity.

Base: 120 senior IT and business decision makers at companies with >100 employees, with responsibility for
cybersafety in their organisations
Source: A commissioned study conducted by Forrester Consulting on behalf of Mimecast, February 2020
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Overview

Employees’ Behaviour Is Not Changing

Current
Current State
State

Surveyed APAC leaders estimate that only 47% of their employees
have been through SA&T programs. The time and resources required
(54%), general lack of understanding of security issues (53%), and
lack of buy-in from executives (50%) are getting in the way of rolling
out SA&T initiatives.

Challenges

Moreover, attending SA&T activities does not necessarily translate
to a change in behaviour for employees — with 31% of SA&T training
attendees still admitting to going around security policies (increasing
to 52% in New Zealand).

Opportunities

There is still a long way to go in embedding security in employee
behaviours and day-to-day activities as 41% of respondents observe
that their colleagues have not done so yet.

Conclusion
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“What are the top challenges encountered when
implementing and rolling out SA&T initiatives at
your organisation?”
Australia

Hong Kong

New Zealand

Singapore

Getting
executive buy-in

50%

67%

50%

33%

Gaining employee
participation

67%

37%

63%

23%

Lack of understanding
of security issues

57%

70%

40%

43%

Difficulties to build
business case and
demonstrate ROI

63%

33%

47%

43%

The process
takes a lot of time
and resources

77%

60%

37%

43%

Base: 120 senior IT and business decision makers at companies with >100 employees, with responsibility
for cybersafety in their organisations
Source: A commissioned study conducted by Forrester Consulting on behalf of Mimecast, February 2020
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Overview

Traditional SA&T Is Not Designed To
Capture Employees’ Hearts And Minds

Current State

Employers follow some best practices when defining and developing
their SA&T programs — for instance, in an effort to make their
programs more relevant to specific stakeholder communities, 59%
are defining target audiences within and outside their organisations.

Challenges
Challenges
Opportunities
Conclusion

However, traditional SA&T fails to meet the principles of culture
change. Most APAC organisations are not involving their employees
to design and/or improve SA&T programs — for example, 45% of
them do not close the loop by capturing feedback from employees
on SA&T programs (up to 73% in Australia), and one-third do not
use metrics to monitor its success. Furthermore, simply measuring
program compliance to tick the box does not drive change. To show
ROI and effectiveness, measurement should include inputs, output,
security influence, and visibility metrics, which ultimately measure
behaviour change.3
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“How strongly do you agree with the
following statements around security culture?”

42% say they
are still working
on discouraging
security shaming

55% recognise that
their SA&T programs
are not founded on
behaviour and data
science

45% do not
capture feedback
from employees on
SA&T programs

33% do not use

any metrics to
monitor the success
of their programs

Base: 120 senior IT and business decision makers at companies with >100 employees, with responsibility
for cybersafety in their organisations
Source: A commissioned study conducted by Forrester Consulting on behalf of Mimecast, February 2020
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Overview

Content Style Is Not Cutting Through
The Noise Of Employees’ Busy Lives . . .

Current State
Challenges
Challenges

Employees negatively perceive traditional SA&T programs. Although
most SA&T activities are reportedly scheduled on an annual or
biannual basis, 51% of employees state that they have better things
to do than attend mandatory security trainings. Another 45% consider
security training to be too long. Even more alarming, three out of four
report that their training was not very engaging.

Opportunities

That presents additional challenges for organisations, with 88%
reporting difficulties in shifting security attitudes. For instance,
employers recognise employees’ perception that security is an
impediment to productivity as the top-most difficult attitude to
change (58%).

“What are your challenges in undertaking SA&T
activities?”

51%

I have better things to do with my day
than to attend mandatory security training

45%
44%

Security training is too long

Security is boring, and so is the training

“What do you think are the main areas
for improvement for SA&T programs?”
“Programs should be
more engaging and fun.”

“A security awareness strategy
should leverage bite-sized,

Conclusion

“They should be more
interactive so that employees
could learn and enjoy both.”
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entertaining training content so
employees stay engaged without
disrupting their day-to-day tasks.”

Base: 240 knowledge workers with regular interaction with email and digital channels at the workplace
Source: A commissioned study conducted by Forrester Consulting on behalf of Mimecast, February 2020
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. . . And Continues To Alienate
The Average Employee

Current State
Challenges
Challenges

Most decision makers (75%) admit that their SA&T programs are there
to meet compliance requirements. That traditional view of SA&T
programs continues to restrict employee awareness around security,
limiting it to policies, compliance, and the consequences surrounding
that. This carries an outdated image of security and generates
security fatigue across organisations, particularly in Singapore.

Opportunities

Simply educating employees without providing them with actionable
solutions is not enough to drive long-term behaviour change.
Currently, almost half of training activities only tell employees what
to do and how instead of providing them the tools to change their
behaviours (46%).

Conclusion
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EMPLOYEES KNOW THEY SHOULD COMPLY BUT ARE
SECURITY-FATIGUED

“How strongly do you agree with the following
statements around security awareness?”
Strongly disagree

Disagree

Agree

Strongly agree

It is important to comply with my organisation’s security policies
3%

8%

52%

37%

I am aware of the consequences of how an information security
breach such as a lost laptop or leaked company data can affect
my company
3%

1%

50%

37%

“What are your challenges in undertaking SA&T
activities?”
Australia

Hong Kong

New Zealand

I attended too many SA&T
activities and feel security fatigue

32%

Images typically associated
with security (e.g., men in
hoodies, locks and keys, image
stocks) are alienating to me

25%

Singapore

17%

20%

22%

15%

Base: 240 knowledge workers with regular interaction with email and digital channels at the workplace
Note: Percentages may not total 100 because of rounding.
Source: A commissioned study conducted by Forrester Consulting on behalf of Mimecast, February 2020

37%

38%

DON’T JUST EDUCATE: CREATE CYBERSAFE BEHAVIOUR

Overview
Current State

Take Your Security
Awareness Training
To The Next Level To
Create Long-Term
Behaviour Changes
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The expansion of SA&T programs in APAC will continue. Sixty-seven percent of respondents plan to
expand or upgrade their firms’ current SA&T programs in the next 12 months — either by training more
employees or investing in additional activities. For instance, 80% of respondents in Hong Kong will look
at modernising the style of content they provide.
Investment will mainly go toward computer-based training, gamification, and the deployment of metrics,
dashboards, and personal scores.
With the continued expansion of SA&T programs, decision makers must rethink how they implement
such programs to engage employees and set the bedrock for long-term behavioural changes.

Challenges
Opportunities
Opportunities

“What is your
organisation’s plan
when it comes to
deploying the following
security awareness
training activities in
the next 12 months?”

Conclusion

Select one per row.
Planning to implement
in the next 12 months
Expanding or upgrading
implementation

Computer-based
training
Metrics and dashboards
(e.g., personal scores)

8%

50%

23%

Gamified exercises

20%

Phishing simulations

25%

Skills-based simulations

29%
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33%

31%

23%

18%
Base: 120 senior IT and business decision makers at companies with >100 employees, with responsibility for
cybersafety in their organisations
Source: A commissioned study conducted by Forrester Consulting on behalf of Mimecast, February 2020
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Overview

It’s Time To Review Your Training
Content And Delivery Methods

Current State
Challenges

To take security awareness training to the next level, decision makers
should use humour and alternative content types. As advertisers are
successfully using these techniques to influence consumers, security
decision makers are starting to recognise that humour and alternative
content types (i.e., having security champions, gamification, etc.)
should be used as unique and compelling methods to engage
employees.

Opportunities
Opportunities

Decision makers should also provide frequent, short training to
increase memory and engagement. As opposed to the delivery
of traditional SA&T programs, employees are demanding shorter
programs that occur regularly throughout the year. They also want to
be able to pick and mix their preferred delivery methods (e.g., mobile,
PC, in-person).

“Reflecting on the SA&T programs that you have
been through, please rate the importance of the
following when receiving security training.”
Not at all important
Important requirement

I want the training to include
humour as it helps me learn better
0% 9%

23%

32%

36%

91% of employees call for SA&T programs to include
humour. This is what will create inspiration, memory
retention, and overall behaviour change.
“If you were to change anything about your SA&T
program over the next 12 months, what would it be?”
Content style: I want to
include content with humour

Conclusion

82%
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Not important
Nice to have
Critical requirement

82% of employers also
prioritise including humour
in their training content.

Base: 240 knowledge workers with regular interaction with email and digital channels at the workplace and 120
senior IT and business decision makers at companies with >100 employees, with responsibility for cybersafety
in their organisations
Source: A commissioned study conducted by Forrester Consulting on behalf of Mimecast, February 2020
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Overview

Cybersecurity Is An Issue Affecting Society:
Position Yourself As A Leader By Creating
Behaviour Change

“How long do you typically remember the
content presented to you during the training?”

Current State

41%

Challenges

Most employees (69%) follow security policies and practices picked
up from SA&T programs. However, only a minority (31%) are inspired
to take it a step further in advocating what they have learned to other
stakeholders such as colleagues, friends, and family.
Leverage innovative SA&T programs to turn employees from
security practitioners into security advocates by elevating their
communication through:

Opportunities
Opportunities

• Developing engaging training content that employees are
likely to remember and then discuss with colleagues, friends,
and family.

Conclusion

• Facilitating the discussion employees have with their
colleagues, friends, and family.

Are likely to remember content from
gamification exercises and discuss
it with friends, family, and coworkers
for an extended period of time

“Reflecting on the SA&T programs that you have
been through, please rate the importance of the
following when receiving security training.”
Nice to have

Important requirement

Critical requirement

I want the training to include training that I can distribute
to my friends and family outside the workplace to help
them with their personal cybersafety.
24%

47%

12%

Not all responses are shown.
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Base: 240 knowledge workers with regular interaction with email and digital channels at the workplace
Source: A commissioned study conducted by Forrester Consulting on behalf of Mimecast, February 2020
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Overview

Conclusion

Current State

Building a cyber-resilient culture involves more than a cut-andpaste security training program that ticks the compliance checklist.
Organisations need to rethink preconceived notions of SA&T
programs to transform their content, delivery, and management:

Challenges

• Content is king. Having bold, bite-sized, and regular
content “sprints” that leverage humour will leave a mark on
busy employees.

Opportunities

• Gather specific metrics to measure behaviour and cultural
change. Clearly defining the behaviours that need to change,
listening to employees’ feedback, and utilising metrics to
track progress will help you adjust and assess the success of
your SA&T program.

Conclusion
Conclusion

• Adopt a security ecosystem mindset. Facilitating the
discussion around security topics in the larger society can
elevate organisations to be security leaders.
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Read the infographic
View the webinar
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Overview

Methodology

Current State

This Opportunity Snapshot was commissioned by Mimecast. To create
this profile, Forrester Consulting supplemented this research with custom
survey questions asked of senior IT and business decision makers at
companies with responsibility for cybersafety in their organisations and
knowledge workers with regular interaction with email and digital channels
at the workplace. The custom survey began in January 2020 and was
completed in February 2020.

Challenges

ENDNOTES
1
Security awareness refers to people’s understanding about cybersecurity risks and why they matter. Security training
refers to the way organisations work to increase people’s awareness around security and change security behaviour.
2

Source: Leadership teams refer to the executive team or the C-suite officers in the company.

3

Source: “The Business Case For Security Awareness And Training,” Forrester Research, Inc., April 11, 2019.

Opportunities
Conclusion
Conclusion
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Demographics
GEOGRAPHY

Australia: 25%

INDUSTRY

Cross-industry

Hong Kong: 25%
New Zealand: 25%
Singapore: 25%
KNOWLEDGE WORKER
RESPONDENT LEVELS

BUSINESS
RESPONDENT LEVELS

Manager: 38%

C-level executive/VP: 45%

Project manager: 27%

Director: 33%

Full-time practitioner: 35%

Manager/senior manager: 24%

Note: Percentages may not total 100 because of rounding.
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