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Report Introduction
Around the world, cyber attacks are increasing in number and
severity – and the enormous financial and business cost of
being the victim of an attack cannot be ignored.

And most valuable of all, learn the crucial lessons from these
organisations about the technology they now deploy to protect
themselves from future potential breaches.

The alarming reality is that these attacks are increasingly
sophisticated and the impact on business continuity, the financial
repercussions and reputational damage is severe. To meet these
challenges, cybersecurity must evolve from a departmental
consideration to an organisation-wide responsibility that requires
vigilance at all points.

In the case of a not-for-profit, a ransomware attack shut down
the entire organisation and remediation dragged on for weeks,
but a new solution from Mimecast has been able to flag security
threats as they emerge. A busy legal firm discovered how email
hold-ups can derail important legal work and lost earnings. Another
organisation saw a phishing email nearly bring down the entire
business.

In 2020, the pace of digital transformation hit warp speed as
businesses and organisations rapidly overhauled systems to meet
the sudden demand for remote work, virtual communications and
online transactions. Yet this flurry of innovation also energised
cyber-criminals looking to capitalise on a digitally dispersed
workforce, unplanned uptake of new technologies and the
widespread fear and uncertainty of a global pandemic.
In 2021, socially engineered attacks and persistent threat actors,
combined with a digitally interconnected world, has created new
vulnerabilities and attack vectors. Every week news of another highprofile breach makes the headlines, with huge sums of money on
the line and business processes several disrupted.
In this special cyber-preparedness report, you will hear from
organisations across a wide range of industries that have been
directly affected by security breaches, and gain a valuable first-hand
account of how innocently and quickly a security breach can erupt
and what it takes to get it under control.

This collection of stories spans industries, sizes and scenarios but
what binds them together is the impact of malicious activity on each
organisation’s operations and productivity, and the story of their
recovery and resilience.
We urge you to treat these stories as a warning that being
forewarned is forearmed when it comes to cybersecurity. We must
not underestimate the complex threat landscape and why, with
market leading cybersecurity technologies, it’s possible to maximise
defences and reduce cyber-risk.
This vital report demonstrates why adopting cyber resilience is the
only viable approach to security defences that continually monitor
for threats while anticipating an attack with tailor-made technology
ready to be deployed at a moment’s notice.

Nick Lennon,
Head of the ANZ region for Mimecast
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Case Study:

Cybersecurity surprises are the new normal
Situation (POV: Manager, Information Technology, animal welfare organisation)

“As the IT manager,
cybersecurity is always
at the front of my mind,
but that’s not necessarily
the case for our staff and
volunteers. I’ve seen many
instances of malicious
emails sidle their way
into inboxes.”

Incident
It seemed like any other day, until one email changed everything. This is what often happens when you
work in IT – one minute, things are ticking over smoothly, then the next we have to move into incident
response mode.
As an animal welfare organisation and not-for-profit, money is always tight. While we’d had a couple of
good years in terms of donations, I always have to make sure money is spent effectively on IT and be very
selective in terms of what I implement.
As the IT manager, cybersecurity is always at the front of my mind, but that’s not necessarily the case for
our staff and volunteers. I’ve seen many instances of malicious emails sidle their way into inboxes.
Most attacks come from international sources – you can tell by the language used within the emails.
They have no knowledge of who we are or what we do. They don’t care that we are a volunteer-based
charitable organisation concerned with animal protection and welfare. We used to rely on Office 365 and
it’s fair to say its spam filtering function leaves a bit to be desired.
On this particular day, a single phishing email arrived in every inbox, setting off virtual alarm bells across
the entire organisation – and one weak link nearly brought down the whole place.
One person’s credentials were compromised, which led to the whole organisation receiving the same
phishing email, impacting more than 450 people including employees and volunteers. We had to act
swiftly.
A small number of people didn’t read our warning and proceeded to enter their credentials as per the
instructions in the malicious email, thinking they were accessing a SharePoint site. Our response started
with an organisation-wide password change, as we weren’t immediately sure how many people had
responded to the email.
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Educating people about
cybersecurity is a real
challenge as they often
don’t have the time or
consider it a priority to sit
through training about
malicious emails.

The employee who was initially breached enabled the scammer to mine their address book and then send
out the same phishing email to every address in their contact list. To mitigate the spread, we contacted all
those impacted and advised them there was a chance their email address and name had been viewed or
compromised. This limited the number of recipients who clicked on the malicious correspondence when
it arrived.
Following our normal IT processes, we addressed and contained the incident – investigate, respond,
mitigate and draw a line under it. The vulnerability existed because Office365’s spam filtering is limited,
clunky and difficult to adjust.
We reviewed the parameters and looked at hardening the rules on what was viewed as spam, particularly
at the executive management level. However – no matter what we did, unsolicited, irrelevant emails kept
coming through in droves.
Education
We started by reminding all staff about the importance of cybersecurity, particularly around emails. We
had to ensure people got the message that if something looks dodgy and/or you don’t recognise the
sender, don’t do anything with it – just report it straight away. The IT team will then investigate and decide
if it’s safe.
Educating people about cybersecurity is a real challenge as they often don’t have the time or consider it
a priority to sit through training about malicious emails. We have an induction process with every new
staff member that includes online cybersecurity training, but I believe a lot of people just go through the
motions and tick the boxes without really paying attention.
The nature of our organisation means that many of our staff aren’t at their computers a lot of the time.
It’s a very busy environment focused on animal welfare, not necessarily tech-related activities.
Action and a new solution
Our cybersecurity protections need to strike a balance between what is a legitimate threat and what is
not. If we tighten the rules too much, we’ll end up having a lot of false positives, with legitimate emails
identified as spam and then blocked. That creates its own issues.
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“Since implementing
Mimecast’s Secure Email
Gateway with Internal
Email Protect solution,
there has been a dramatic
difference in what is
getting through to junk
mail. Every email identified
as a potential threat is
caught and rejected.”

We understood first-hand that Office 365’s native security does not have the flexibility we need. It uses
a style of security that captures all the well-known types of threats, but anything new still gets through.
Once someone gets hit and reports it, only then will that threat be added to the Office 365 blacklist. Fresh
strains of spam continue to put users at significant risk as potential test cases, or ‘patient zeros’, for new
malicious email campaigns.
We’re fortunate to have a well-regarded cybersecurity consultant who volunteers his time with us. He
recommended Mimecast, so I did some research into the solution and spoke to knowledgeable people.
Since implementing Mimecast’s Secure Email Gateway with Internal Email Protect solution, there has been
a dramatic difference in what is getting through to junk mail. Every email identified as a potential threat is
caught and rejected.
As an organisation that uses email extensively for internal and external communication purposes,
trusting that everything that reaches our inboxes is safe allows us to go about our business with a
renewed level of confidence.
This trust is critical because some of the spam emails, including the one that resulted in the initial breach,
look very convincing. Spoof emails are increasingly sophisticated as cybercriminals spend a lot of time
and effort making things look legitimate these days. And unless you know what to look for, it’s very hard
to tell genuine communications from malicious communications.
Mimecast has taken that worry away, so our staff can focus more of their attention on providing
animal care and protection services across the country.

Improving Security
for Remote
Working
Destination:
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Case Study:

Finding needles in multiple haystacks
Situation (POV – Technology & Information Manager, regional council)

“After looking at the
situation, it became clear
what was important:
having a single platform
where we could find
everything we needed.”

Unlocatable
Email is an important digital record of business correspondence. It has become the default way of
conducting many of our daily tasks, providing a simple, speedy back-and-forth in our work. But this easy
way of corresponding, from one to many, inevitably means the volume of emails in storage can
quickly multiply.
In our local government organisation, finding a particular email was like searching for a virtual needle in
multiple haystacks. It had become so bad that people would eventually give up searching and just assume
we no longer had what they were looking for.
We had started with PST (Personal Storage Table) files saved to a hard drive. We had a lot of PST files
because back in those days you could only fit so much onto them, so a multitude of files were needed
to cover the entire organisation. We used this system for a number of years before moving to our first
archiving platform, GFI.
The GFI system was a little better, but we couldn’t easily load the PST files into it. When looking for an old
email, we had to look through two different systems. Searching involved combing through old PST files,
only to find that an email wasn’t on that file, so we’d have to repeat the process on the second platform.
Out of frustration we tried another platform called Quest, but again we faced the challenge of managing
two archiving systems.
Action and solution
After looking at the situation, it became clear what was important: having a single platform where we
could find everything we needed. We didn’t want another system that only kicked in from the date of
installation when it came to archiving.
Any new system had to consolidate everything, rather than add to the mix, so we wouldn’t have to
forensically sift through multiple haystacks of emails. We decided to implement Mimecast Email Archiving.
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An organisation’s greatest
weakness is – unwittingly
– its people, and until we
implemented Mimecast,
the pressure was solely
on our employees to identify dangers, which often
caused me to break into a
cold sweat.

Our previous system failed to collect a lot of the correct metadata, which should have simply imported
into the Mimecast platform to automatically assign those emails to the right mailbox. To address this,
the Mimecast team used smart tagging to pinpoint the whereabouts of our historical data during the
migration process.
This meant users only had to search within a single source and the smart tags would identify exactly what
they were looking for.
An organisation’s greatest weakness is – unwittingly – its people, and until we implemented Mimecast, the
pressure was solely on our employees to identify dangers, which often caused me to break into a
cold sweat.
Mimecast’s features highlight potential threats to our staff, minimising the opportunity for
hackers to infiltrate the organisation via our people – and this relief was felt immediately among
the immediate and broader team.
Not to mention a dramatically improved search and retrieval process for archived emails quickly
increased efficiency and productivity across the board, with staff able to access our entire email archive
on Mimecast through Outlook without needing to dig through two separate systems.
And because Mimecast is app-based, mobile workers could easily dive into the archives direct from the
cloud, via the app. Now when someone performs a search, they can see anything relevant to that search,
even when they’re not using their laptop.
Increased security capability
Since implementing Mimecast, we’ve experienced a dramatic reduction in spam and malicious emails,
which are not even getting through the door now.
The simplicity of the dashboard and the ability to granulate data means I’m able to just look at the things
I need for a quick pulse-check of our security, instead of trawling through a lengthy report or a backend log. We can pinpoint dangers right away and get straight onto a fix, without waiting on a call from a
vendor to raise the alarm.
Mimecast gives us solid advice and will tweak our existing products to make them function better while
meeting various requirements – they don’t just constantly try to upsell.
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“As well as increasing
my confidence in our
security capabilities as an
organisation, the direction
and expertise we receive
from Mimecast has a
beneficial knock-on effect
that drives archiving and
cybersecurity resilience
among councils
Australia-wide.”

Councils around Australia are all in the same boat when trying to grapple with data sovereignty, archiving
and addressing threats, and the Mimecast team is always happy to give us a strong steer on what
we need to consider when adding new elements to our network.
This advice saves us from wasting precious time digging through archives or trying to solve security issues
after the horse has bolted. We have the information we need to make the right decisions before we fork
out for new kit.
As well as increasing my confidence in our security capabilities as an organisation, the direction
and expertise we receive from Mimecast has a beneficial knock-on effect that drives archiving and
cybersecurity resilience among councils Australia-wide. When we have an issue and Mimecast is on the
case, they will pass that fix on to other councils to prepare them should they face a similar problem. This
means councils with smaller budgets get to share our insights and Mimecast’s expertise, which is a win
for local government all-round.
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Case Study:

A ransomware sink or swim
Situation (POV: Head of IT, non-profit organisation)

Not a fun first day on the job
Most of us would recall our first day in a new job as a fairly relaxed affair. It’s usually spent familiarising
ourselves with our new employer’s network and procedures, finding our way around the building, getting
our desk set up, and introducing ourselves to our new colleagues.
As the head of IT at a not for profit community-focused organisation, my first day was spent dealing with
a full-blown cyber incident, back in August 2019.
There was a major cyber breach activity happening at the time. Essentially, when I walked in there was no
IT team, as they were in the grip of a ransomware attack, and the whole place was shut down.
Challenge
All of our backups were infected and encrypted, as there were some fundamental issues with the way
things were set up. I quickly realised that we had to change a few things around…and fast!
Thankfully, we were able to get to the tapes. The incident had happened on the 2nd of the month, which
fell on a Sunday, and we had access to the end of month backups from the Friday.
It was still an arduous process to restore the data, virus check it, sanitise it, and move it to another
platform, before eventually putting it back into production.
We weren’t fully up and running until the end of the fourth week, and there were still a bunch of
remediation activities that had to be done over the months following that period.
At least one saving grace was that the attack started two weeks prior to me joining the role, rather than it
being on my watch. But it still required my help to rapidly build a security solution.
The issue we had was that we were unable to identify how the ransomware attack got through. While
we suspected a staffer clicked on a bad link, there was no way of confirming if this was the case with our
legacy set up.
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xxx
Head of IT, Not for Profit Communityfocused Organisation

“Mimecast has saved our
team up to 20 hours a
month, by doing away
with constant hands-on
policy tweaks. We can
now spend that time on
actually adding value to
the business.”

There was a massive impact for us in terms of lost productivity as a consequence of the outage. Marketing
campaigns had to be cancelled, just as we were going into our big spring marketing period; a particularly
busy time for our organisation.
Solution
Unsurprisingly, the board wasted no time in asking me how we should go about addressing the situation
at hand and securing the environment.
The solution that we had was out of date and unpatched, so I looked for one that was less hands-on, one
which we could outsource to a large extent.
That’s where Mimecast came into the picture, because it didn’t require us to engage in that hands-on type
of maintenance that we were looking to avoid.
What I found was that the team were tweaking rules on a daily or weekly basis. If a user said they were
not getting all of their email, they’d tweak a rule and relax something. Then people would start getting
spam, so they’d do another tweak and roll that out again, so some people were receiving emails while
others weren’t getting the emails they needed. It was a nightmare.
Mimecast has saved our team up to 20 hours a month, by doing away with constant hands-on policy
tweaks. We can now spend that time on actually adding value to the business.
We looked at Proofpoint and Barracuda as potential solutions, as well as a few others that were discarded
earlier in the process because they didn’t meet our needs. Then we were recommended Mimecast, and
once we’d shortlisted those three products, Mimecast came out on top, both in terms of the price point
and its capabilities.
Another important aspect for us is Mimecast’s approach to user awareness training.
Mimecast Awareness Training uses humour to engage staff in its training, something which has
proven to be very effective.
I’m getting a lot of feedback that people actually look forward to the user awareness training. They find it
amusing, interesting and educational. I can also see stats that show 76% of people have made changes
to how they operate in order to be more security conscious. That’s a very positive result for us.
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At a glance
•

A ransomware attack knocked out
our IT infrastructure for a month.

•

The legacy system was not
adequately identifying and flagging
these security threats as they
emerged.

•

•

•

•

We lacked any formalised security
awareness training, making them
vulnerable to malicious emails,
SMS links, and other messaging.

Previously, there was no formal training in place so there was a general lack of awareness of potential
security issues. Now, thanks to Mimecast, when we have awareness training on issues such as
phishing, people are getting scores upwards of 90%, which is a huge improvement. It also highlights
which topics we need to spend more time on with our staff.
I can see exactly how many people have done the training and how many have got the right answers. I can
also identify and report on trends in our organisation’s risk score.
When I go back to the board, I can take that (risk score) back and say that as a result of having Mimecast
security awareness training for the last 12 months, our risk awareness has improved dramatically.
Staff are now more aware of potential phishing and other malicious emails and flagging them, rather than
clicking on them and potentially enabling the network to be compromised.

Security awareness training
reporting through Mimecast now
provides us with a clear view of our
staff security knowledge, and the
gaps in that knowledge that need
to be filled.

We’re feeling a lot safer and more secure with our IT than we were before Mimecast.

Enhanced security features mean
that malicious threats can be
identified and blocked by Mimecast
before they reach their intended
recipient, and other suspicious
messages can be identified and
flagged as requiring attention.

We have now also assessed the security awareness of our staff and have pinpointed the areas that need
further attention. Our goal is for each individual to achieve the security knowledge needed to keep the
network as safe from human error as possible.

Mimecast’s support team provides
fast and accurate responses to
any issues raised by our IT team,
whereas previously we were left
to resolve our issues ourselves
through time-consuming research.

Summary
Mimecast has freed our IT support team from hours of having to respond to helpdesk requests by
introducing a self-service portal where users can resolve email and other basic issues themselves.

Looking ahead
The helpdesk is no longer getting tickets saying ‘could you please unlock this email for me?’ Previously,
something would get blocked or caught on the firewall, and IT support would have to fix it. Now, with
Mimecast’s self-service portal, users can go in and unlock it themselves. That’s saved hours of productivity
for our IT helpdesk every week. We are now able to able to go and focus more on time on value adds, such
as Office 365 rollouts, and improving the overall IT infrastructure, rather than unblocking people’s emails.
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Case Study:

On the right side of the law
Situation – (POV – Chief Technology Officer, law firm)

“Email software is seen
as something that should
just work, but it is quite
a complex technology.
Microsoft is great and we
will always use O365 –
but operationally, it’s
not enough.”

An early adopter in Australia
We go back a number of years with Mimecast and were an early adopter when the team hit the
Australian market.
Mimecast came our way just as we were having issues with our incumbent email archiving technology.
In order to ensure business continuity, the status quo just wasn’t cutting it.
Our old supplier wasn’t up to scratch and not delivering what they sold us, so we had to act fast. With
email management, if there is an issue, there is usually a recovery mechanism to divert the email through
an alternate route That’s what we were expecting. Unbeknownst to us they had made some fundamental
changes in their environment that impacted this.
Bottleneck
Our users can’t wait around for emails. We discovered a backlog of about 30 days’ worth of messages and
realised they weren’t being delivered through primary or backup channels, questions started to be asked.
While it didn’t impact every employee, it was more than enough to cause significant productivity issues
– not to mention frustration with the email vendor, who didn’t tell us about the holdup. It was only when
some of our staff hadn’t received emails they’d been expecting, or some staff on an email received it and
others didn’t, that we realised there was a problem.
It wasn’t long after the problem was fixed that we realised the mess we could’ve ended up in. At the end
of 2019, Office 365 experienced a 10-hour outage, during which staff were unable to send or receive
emails, access their email archive or see any last-minute changes to their calendars.
We have around 500 staff using our network. A productivity loss of that magnitude would have impacted
greatly on the business.
Email software is seen as something that should just work, but it is quite a complex technology.
Microsoft is great and we will always use O365 – but operationally, it’s not enough.
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“We can also customise
retention and archiving
depending on user mailbox
sizes to improve general
performance in their
environment.”

Fortunately, we were already using Mimecast Continuity when the outage hit. This allowed our users to
operate as normal not even knowing there was a global outage impacting customers everywhere.
An aid to discovery
Mimecast also helps our firm with an essential task: information discovery.
With Mimecast, we can build a discovery case for a specific set of parameters, and present this to the user,
so they don’t have to sit at our desk and look over our shoulder. We can share a link to their individual
discovery case that they can log in to and manage themselves.
From a data governance standpoint it also allows us to keep data in a “system of record” and not move it
out for a discovery request.
Benefits and changed behaviours
When we first adopted Mimecast, we ingested all of our historical archive data. We then started
journalling and getting all our new archive data. Within a year, we added a data retention policy around a
soft and hard delete. At seven years, it is a soft delete. Our retention period is ten years, so at the ten-year
mark, the system just gets rid of it. Boom, it’s gone.
The way I’m able to report cybersecurity to the board has been transformed. I’m now able to
compile a board report that focuses on compliance, security and risk, and provides the board something
visible so they can immediately understand where the business is at from a security point of view.
We can also customise retention and archiving depending on user mailbox sizes to improve general
performance in their environment. We have some heavy users of email that have 90 days of live emails,
whereas others have two years’ worth of emails in their inbox. Mimecast gives us the flexibility to do that
according to the specific needs of each individual, which improves their email performance.
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“Mimecast is also
constantly evolving.
They are always advising
us of new threats, even
in other areas they don’t
cover, so we can have a
word with our vendor for
that part of our network.

Mimecast is very responsive from an account management perspective – they make the effort to
understand my business and what I’m trying to achieve. I’m speak regularly to my account team, other
customers and get to understand pain points and hot button issues.
Mimecast is also constantly evolving. They are always advising us of new threats, even in other areas they
don’t cover, so we can have a word with our vendor for that part of our network. These kinds of prompts
are invaluable as we go about our business.
If you’re serious about running a proper redundant architecture within your environment for
critical systems, you can’t just go all in with Microsoft 365 – you also need redundancy.

These kinds of prompts are
invaluable as we go about
our business.”

Improving Security
for Remote
Working
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Case Study:

Rubbish in, rubbish out
Situation (POV: Information Security Manager, professional services firm)

Imminent chaos
Upon starting my new role at a renowned financial institution, it didn’t take me long to realise the
organisation had a serious spam issue – about 83 per cent of incoming email was rubbish. We also had
the shame of having been placed on too many email blacklists. Generally, things were a bit of a mess.
We’re a well-known brand and we punch above our weight in terms of our size and number of members,
which gives us prominence in the marketplace and makes us a natural target.

“...the organisation had a
serious spam issue – about
83 per cent of incoming
email was rubbish.”

Our business straddles both financial services and academia, and as a seasoned information security
manager I know two of the most targeted industries by cyber hackers are finance and education – so we
are a prized scalp.
Our email gateway was using Microsoft’s Exchange Online protection, which just wasn’t up to the task,
so a number of high-profile account compromises occurred via phishing attacks. This alone was reason
enough to start considering a new solution.
Incident
Several phishing-related breaches hit our international business. We operate across the Asia-Pacific
region and spotting a phishing email in English is not as easy in countries where English is not the first
language.
Several breaches occurred because of international employees clicking on links they shouldn’t have – but
our breaking point occurred when a senior manager received an email through to his phone on a Friday
night. He thought it was legit, so responded with his username and password. His account was then
compromised – and no one had a great weekend after that.
Some hackers in San Diego proceeded to trawled through the senior manager’s email and OneDrive
accounts, which we discovered after the fact. This was a pretty clear – and costly – signal that we needed
better email security and multi-factor authentication.
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Action
We were using the Microsoft Office 365 safe links feature, but we needed something that would give us
more insight and richer information. We also needed to articulate the seriousness of cybersecurity more
clearly to our staff to increase awareness and reporting of outbreaks / suspicious activity. After some due
diligence and shopping around, we drew up a shortlist of four vendors and Mimecast came out
on top.
Upon engaging Mimecast, we were straight away able to communicate to other technology functions
when we saw an increase in threat activity. Only recently, we had about 2,000 emails coming in with a
particular Emotet malware, so that gave us a view as to what we might expect. We then alerted our staff in
case any variant managed to get through to them.
While security is a serious issue, awareness education can be very dry, so it was important to introduce
a bit of fun to stop people’s eyes glazing over during training. That’s what drew me to using Mimecast’s
Awareness Training for our cyber security awareness – it uses humour to get the security message across.
The Mimecast dashboard for URL threat protection gave us visibility of the categories of links that people
are clicking on, so we could start to really hone in on the nature of these malicious links and deal with
them much more effectively.
Now that we can see who is being targeted by malware, we have moved into areas such as breach
monitoring. If we see 12 people have been hit by a threat but are rejecting it, we can find out why. We can
go to our breach monitoring log and see that six months ago there was a breach of a particular platform
and identify which addresses were impacted. From there, we can join the dots.
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32%

“Within six
months of
implementing
Mimecast, the
number of rubbish emails
was down to 32 per cent,
and it continues
to plummet.”

Result
Within six months of implementing Mimecast, the number of rubbish emails was down to 32 per cent,
and it continues to plummet.
The combination of the security awareness and protection has helped tremendously, as staff are
now thinking about cybersecurity much more than they did before and reporting anything that
doesn’t seem right.
Every time I deliver my monthly cybersecurity update to the board, they are gaining more confidence and
are not coming back to me with any security concerns.
With security threats evolving, we’re constantly seeing new areas where Mimecast is needed. A good
example of this is threat remediation, which is very valuable to us now. We’re using that in conjunction
with other threat intelligence to protect all our infrastructure.
Mimecast’s ability to get us off the attackers’ radars of by bolstering our defences was a really important
step for our organisation.
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Mimecast is a cybersecurity provider that helps thousands of organizations worldwide make email safer, restore trust and bolster cyber resilience. Mimecast’s expanded
cloud suite enables organizations to implement a comprehensive cyber resilience strategy. From email and web security, archive and data protection, to awareness training,
uptime assurance and more, Mimecast helps organizations stand strong in the face of cyberattacks, human error and technical failure.

