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Overview

When it comes to artificial intelligence and machine learning, 
information technology professionals are inundated with hype; 
indeed, Gartner’s Hype Cycle for Artificial Intelligence shows a 
large majority of AI capabilities still climbing toward the “Peak of 
Inflated Expectations.” 1 Unfortunately, the cybersecurity industry 
finds itself in the same position. Security providers that depend 
primarily on AI/ML capabilities often pitch their solutions as 
panaceas, despite the many obstacles and challenges that remain 
on the path to achieving the high expectations that have been set 
for this technology.  

That said, it would be foolhardy for cybersecurity professionals 
to disregard AI’s potential. With the modern threat landscape 
becoming more complex daily and the application of AI growing 
more advanced, AI and its associated disciplines are fast becoming 
essential cybersecurity tools. And the need for AI in cybersecurity 

— or more particularly in the near term, machine learning (ML) — 
will only rise from here. So, it’s crucial for organizations to combine 
AI/ML with more traditional cybersecurity approaches to keep risk 
from cyber threats as low as possible.

But how is a security professional to tell reality from hype and 
make the sound choices needed to protect their organizations’ 
communications, people, and data?

This paper aims to answer that question by explaining why AI/ML is 
crucial to cybersecurity, how it fits in, its best use cases, and where 
it goes from here. We’ll cover: 

The Landscape 
How evolving business technologies and cybercriminals’ 
approaches to breaching them make AI/ML a requisite for 
cybersecurity.

Benefits & Dangers 
The potentials and risks that AI/ML brings to cybersecurity. 

Best Practices 
The best ways AI can enhance cybersecurity — given AI/ML’s 
current state of development. 

AI Cybersecurity Applications 
Specific cases where AI/ML capabilities enhance enterprise cyber 
resilience solutions.

Looking Ahead 
How will AI/ML capabilities evolve in cybersecurity? 

1. Gartner Identifies Four Trends Driving Near-Term Artificial Intelligence Innovation, Gartner Inc.



The Promise and Truth of the AI Security Revolution

The Landscape 
Rising Security Pressure as Businesses Consolidate on Fewer Platforms 

The new reality of information technology is that everything is connected everywhere, all 
at once — or is migrating rapidly in that direction. This hyper-connected world has been 
coming for a long time, but the pace of change was dramatically accelerated by office 
shutdowns during the early stages of the COVID-19 pandemic. IT teams were forced to play 
fast and loose in their adoption of business software to support distributed operations 
and remote work; security should not have been compromised but was. After all, the 
sudden surge in connected devices, along with unprecedented adoption of the cloud-based 
platforms and apps needed to keep workers working, caused all organizations’ attack 
surfaces to expand explosively, regardless of how scrupulously or loosely they adhered to 
best security practices. And just as dangerously, those expanded attack surfaces comprise 
less diversity than before — in the space of a few years, we have found ourselves with 
hundreds of millions of users around the world using the same tools, such as Microsoft 365 
and Teams, or Google Workspace.

In this new reality of remote and hybrid work that appears to be with us for the long run, 
email has become an even more important business communications tool than it was 
before. Indeed, among the 1,400 global respondents to Mimecast’s most recent State of 
Email Security survey, 79% reported increased email volume at their organization in the last 
12 months, despite the rapid and widespread deployment of new collaboration platforms 
like Microsoft Teams and Slack. 

“In today’s environment, malicious actors 

around the world have their eyes on the prize 

of a handful of business platforms that hold 

the key to vast troves of data and resources, 

including information about thousands if 

not millions of users. It’s a compelling value 

proposition for them. What’s more, it’s getting 

easier. Threat actors are now sharing and 

even selling subscriptions to their successful 

ransomware and phishing codes, focusing 

the energies of today’s open-source hacker 

community on the same high-value targets.” 

Simon Tyler, VP of Engineering – Threat 
Detection, Mimecast
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While it’s true that email and collaboration platforms help solve the 
many logistical challenges of rapidly distributing workforces, they 
also offer a large and attractive target for hackers. Nearly three-
out-of-four (72%) of those State of Email Security respondents said 
the number of email-based threats they faced also rose during 
the previous 12 months, including 33% who called their increase 

“significant.” At the same time, cybercriminals began targeting 
collaboration platforms: For example, there have been widespread 
reports of bad actors inserting malicious executable files into the 
chat rooms of video collaboration tools. 

For organizations of all shapes and size, the threat level has never 
been higher — and, unfortunately, AI and machine learning are 
partly to blame. As happens often with emerging technologies, 
cybercriminals were among the first to experiment with AI/ML. 

The algorithms these bad actors developed have allowed them to 
roll out insidious attacks at scale and overwhelm cyber defenses 
that were more than adequate just a few years ago. 

The burden has been stifling for security teams and analysts. 
Research from Boston Consulting Group (BCG) reveals that 56% of 
executives say their cybersecurity analysts are overwhelmed and 
43% have seen an increase in machine-based attacks. Crucially, 
70% of security leaders believe they cannot respond to or thwart 
advanced AI-driven cyberattacks.2

Meanwhile, the average cost of a data breach rose in 2021 to $4.24 
million, 10% higher than in 2020 and the highest level seen in the 
17-year history of IBM’s Cost of a Data Breach report.3

There is no way to avoid the threat. Your business is in for a fight.

Mimecast’s most recent State of Email Security Report reveals that 80% of companies are preparing for the fallout of an email-borne attack in the coming 
year and 96% have faced at least one phishing attack in the past 12 months. 

2. 5 Ways AI and ML Will Improve Cybersecurity in 2022, VentureBeat 

3. Cost of a Data Breach 2021, IBM
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The Benefits and Dangers  
— of AI in Cybersecurity 

With attacks growing in speed, scale, and complexity every day, there is a myth emerging 
that AI is a panacea for keeping communications, people, and data secure. The hope that 
many have for AI is understandable — it represents a lifeline for IT and security teams 
that face limited resources, increasing complexity, and growing risk. But the truth is more 
subtle. Yes, AI is essential to a modern cyber defense strategy; but like every new security 
innovation, it is just a tool — albeit an extremely powerful one. 

 
Benefits 
 
Despite the complex algorithms under the hood, the benefits of AI are straightforward and 
easy to articulate. AI:

• Can process huge data volumes — much more than humans could make sense of.

• Is fast — it processes information far faster than a human.

• Makes “smarter” decisions over time; it can learn, as long as there is a data science 
team in place monitoring and retraining the models as needed.

That’s it. But it’s enough: Applied to cybersecurity, where data volumes are large and a 
few extra minutes of response time can mean the difference between blocked attack and 
disastrous breach, those benefits can create tremendous enterprise value. Capgemini 
research found that 75% of responding executives from global organizations said AI allows 
their organization to respond faster to breaches. Not surprisingly, 69% also believe AI is 
necessary for an effective response to a cyberattack.4  

A Note About AI vs. ML

Virtually all the artificial intelligence used in 

cybersecurity today is really machine learning 

technology. Though lay people use the terms 

interchangeably, experts usually consider ML 

a subset of AI — and some define them as 

separate fields. Both process large volumes 

of information far faster than human brains 

ever could and react to that input in a way 

that goes beyond “if then” logic. 

• AI systems make decisions based on 

circumstances, in many cases attempting 

to replicate or surpass the skill with 

which human intelligence would respond 

to the same tasks.

• ML is basically the fusion of computer 

science and statistics, focusing on large-

scale data processing and analysis.  

ML systems use iterative statistical 

analysis to make decisions about how to 

approach and make sense of data, and 

what to do about it. They can improve 

themselves over time as they observe 

more data and results.

4. Reinventing Cybersecurity with Artificial Intelligence, Capgemini Research Institute
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Challenges/Dangers 
 
However, effectively incorporating AI capabilities into an 
organization’s cyber defenses requires being aware of, and 
working around, the challenges and dangers AI comes with. AI: 

• Needs huge volumes of high-quality data to work well; many 
organizations just don’t have enough, or good enough, data.

• Can generate too many false positives.

• Is hard to tune for the needs of individual customers, especially 
smaller organizations without extensive data.

• Lacks transparency in how it makes decisions — a serious 
challenge for enterprise security teams who need to 
understand these decisions in order to make their own 
subsequent choices.

• Is vulnerable to “poisoning.”

• Can have models degrade over time if they aren’t properly 
maintained by data science experts.

• Uses models that can be reverse-engineered and mimicked.

• Is a favorite tool of cybercriminals.

Behavior in a production environment also can’t be known 
with certainty until it is deployed and comes up to speed — a 
dangerous situation that requires extreme care and oversight.

 
 
Together, these benefits and challenges paint a disquieting picture. 
By rapidly analyzing data to accelerate detection and response, 
AI algorithms can add a valuable layer of defense to existing 
security infrastructure, helping companies stave off malicious 
actors, secure their data, and stay compliant. But doing so requires 
organizations to implement AI-capable tools with sufficient rigor to 
obviate the new challenges and dangers that AI introduces.

As Zulfikar Ramzan, former CTO of cybersecurity firm RSA, told 
Fortune magazine in February, many businesses lack enough clean 
data to train AI systems to reliably recognize hacking patterns; and 
those AI systems are hard to trouble-shoot because it’s not always 
clear how they reach conclusions. Hackers could also compromise 
a company’s deep-learning powered security tool by “poisoning” 
the data that’s used to train it, which could make the tools 
ineffective.  Ramzan’s thinking is supported by research released 
in early May 2022 in which 89% of responding security executives 
reported some kind of challenge with their cybersecurity products 
that incorporate AI, including 46% who said “AI generated too 
much noise to understand/sift through” — in other words, too 
many false positives.  

How can organizations enjoy the benefits of AI in cybersecurity 
while keeping these dangers at bay? That is the focus of the next 
section, Best Practices in AI Cybersecurity.

5. Deep learning is a completely terrible idea for security,’ says cybersecurity expert,” Fortune

6. AI for Cybersecurity Shimmers with Promise, but Challenges Abound,” Dark Reading
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Best Practices  
 
According to Yossi Sara, Director of 
Product Management – Threat Detection 
at Mimecast, the key is to incorporate AI/
ML capabilities into a multilayered defense 
strategy. That means deploying it in 
security solutions that can take advantage 
of AI’s strengths, and then combining 
those with other security solutions to 
backstop against its weaknesses. The 
result should be a broad and layered cyber 
defense system that combines the latest in 
machine intelligence with the best of rules-
based and other types of security controls, 
all arbitrated — when necessary — by 
the brains of human Security Operations 
Center (SOC) analysts. 

“Today, AI is adept at recognizing and 
neutralizing common threats at scale 
and can do so with greater accuracy than 
human beings. But to stop truly dangerous 
attacks — the ones that AI algorithms 
miss – you need a comprehensive security 
architecture that deploys AI-powered 
filtering designed by our SOC analysts 
and data science experts, who know 
how to navigate the gray area between 
clear threats, on one hand, and emails 
or links that are legitimate and crucial to 
your business operations on the other,” 
explains Sara. 

“At Mimecast, we use AI to filter out malicious 

emails at scale, but never at the expense 

of our customers’ success. It’s precisely in 

the gray area between obvious threats and 

the unknown that opportunities are found 

or lost, and it takes more than AI to make 

the distinction. It takes the power of proven 

security technologies and years of expertise.”

Yossi Sara, 
Director of Product Management – Threat 
Detection, Mimecast

“Just because a technology is artificial 

intelligence or machine learning doesn’t make 

it good. It’s entirely possible to have bad ML. 

You can train your ML algorithm on bad data. 

Or, if you as the human intelligence driving its 

development, don’t make the right decisions, 

it will turn out skewed. It’s very easy to make 

mistakes like that in machine learning.”

Elaine Lee,  

Principal Data Scientist, Mimecast

In practice, this means deploying AI/ML first where one has a lot of data. That’s why 
you may have first heard of AI being used in cybersecurity to identify anomalies in user 
behavior or to detect network traffic that may suggest an intrusion. Large networks 
generate tremendous volumes of data, as do individual users’ email exchanges, which can 
number in the hundreds per day. 
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While AI algorithms allow you to quickly 

assess thousands of emails and URLs each 

day, the true test of your defenses comes 

down to making the right choice when things 

fall into the gray area between a clear threat 

and a benign deviation from the norm.

Best Ways to Use AI/ML in  
Cybersecurity: 

• As part of a multilayered  
defense strategy.

• When it provides a measurable 
advantage over other 
cybersecurity technologies, such 
as identifying and responding to 
common threats at scale.

• Where data volumes are high,  
so algorithms can easily learn  
the organization’s “standards” 
and, therefore, make anomalies 
stand out.

• When speed is of the essence, 
such as scanning URLs between 
the time a user clicks and the 
page renders or detecting 
intrusions before bad actors  
can exfiltrate data.

• To assist human SOC analysts and 
raise their productivity, reducing 
pressure from the cybersecurity 
skills shortage.  

AI/ML should also be exploited where 
complexity is present, but speed is crucial. 
This can mean, for example, rapidly 
deciding whether the URL on which a 
user just clicked is safe or malicious, or 
whether the email containing sensitive 
information that a user just sent is safe 
to let through. Thinking more broadly, 
another compelling area where speed 
is necessary is in proactive threat 
hunting. Rather than responding to every 
potential attack the same way, security 
analysts can combine AI/ML algorithms 
with proven cybersecurity tools as part 
of a multilayered system to detect and 
respond to threats in the most effective 
and efficient way possible, on a case-by-
case basis. Not only does this make them 
more performant, but it also reduces the 
time and cost drain of managing false 
positives, giving teams the confidence 
to separate genuine attacks from 
benign activity.

Finally, that last point suggests an 
important way in which all these AI/ML 
cybersecurity applications can create 
value for organizations: Addressing the 
acute skills shortage in cybersecurity 
by optimizing the work of existing 
SOC analysts and helping to raise their 
productivity. 
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AI Cybersecurity Applications
The Mimecast Approach: Multilayered, AI-Powered Security   
 
Cybersecurity has always been about making high-stakes decisions. What do you let 
through? What do you block? What risks are you willing to take? AI/ML doesn’t change  
these questions, but used wisely, it can help you answer them faster, at scale, and with 
greater efficiency. 

Mimecast — a leader in email security for nearly 20 years — has always been at the 
forefront when it comes to new technologies and strategies for defending against a 
relentless set of adversaries. That includes AI, which we incorporate across every layer 
of our solutions, wherever the technology is the right choice to help us maximize our 
customers’ defenses, neutralize more threats, and take pressure off their security teams. 
But AI is not a panacea. Our detection stack applies the right inspections at the right time, 
with ML algorithms working alongside proven technologies that we have continuously 
improved over the course of nearly 20 years. We combine dozens of different  
approaches, augmented by AI, to yield the industry-leading security efficacy for which 
Mimecast is known.

“We don’t sell artificial intelligence. We sell 

intelligent security.”

Simon Tyler, VP of Engineering – Threat 

Detection at Mimecast

“Smart, motivated actors are attacking 

organizations with help from smart, scalable 

AI/ML algorithms. The only way to neutralize 

this threat is to arm your own security team 

with equally advanced technologies that 

strengthen their defensive capabilities. 

That’s why Mimecast uses advanced AI 

algorithms across our solutions to support 

our customers in their missions.” 

Yossi Sara, Director of Product Management 

– Threat Detection, Mimecast
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An Illustrative Case: Malicious URL Detection  
 
Mimecast URL detection is a perfect illustration of the company’s 
AI/ML philosophy. Mimecast’s URL detection capability performs 
a single crucial task — identifying malicious URLs — but it is not a 
single function or product. It combines dozens of scanners working 
together to detect high-risk URLs as effectively and efficiently as 
possible. 

Some of these are simple lookups that catch simple threats. Others 
are rules-based algorithms that catch more complex but common 
attacks. ML algorithms kick in when needed. Crucially, they render 
rapid decisions in cases where other technologies cannot give a 
deterministic value about whether, based on what is known so far, 
the risk is low enough to render the page or whether a next-level 
scan is needed.  

Machine Learning algorithm 

DeepLearning algorithm 

Why doesn’t Mimecast use ML algorithms, solely? “Ultimately, the 
power of the solution is not in any one of those discrete functions. 
It’s the combination of all those functions, whether ML or not. It’s a 
community, or village, of technologies, if you will,” says Simon Tyler, 
Mimecast’s VP of Engineering – Threat Detection. 

When Mimecast does decide to deploy AI/ML in a product, it does 
so with a distinct advantage: The more data you have to train your 
algorithms, the better they learn. Mimecast protects more than 
40,000 customers globally and inspects 1.5 billion emails every 
day — all of which fuels machine intelligence that helps deliver the 
world-class email security efficacy needed to keep our customers 
secure. Mimecast’s data science team uses that data to build AI/
ML models into Mimecast solutions, then continually monitors 
the efficacy of those models in the context of the ever-evolving 
threat landscape and decides when to retrain our models so they 
maintain peak performance.
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Selected Mimecast AI/ML Functions  
 
Here is a rundown of just some of the ways in which AI/ML 
algorithms empower Mimecast’s industry-leading security efficacy.

 Limiting the intelligence attackers can gather and empowering 
employees with information at the point of risk

Even a business’s savviest users can get tricked by a malicious 
email, especially with attackers using advanced technologies 
to gather information about employees and target them 
with convincing spear-phishing attacks. Mimecast uses AI/ML 
algorithms to limit attackers’ information gathering capabilities, 
effectively detect targeted email threats, and empower users with 
information. And this solution keeps learning and becoming more 
effective with each thwarted attack. 

How it Works: 

• Detects and disarms trackers embedded in employees’ emails, 
stopping inadvertent disclosure of information to attackers. 

• Uses Social Graphing technology, powered by machine learning, 
to map communications and build social graphs that serve as a 
benchmark for detecting anomalous behaviors.

• When warranted, decides to add contextual warning banners 
to emails to alert employees. Banners are updated in real-time 
across devices when risk levels change. 

“Companies face a barrage of phishing and impersonation attacks 
today, especially those using productivity platforms like Microsoft 365, 
which is a prime target for attackers. They need advanced protection 
to take the power out of attackers’ hands.” 

— Yossi Sara 

Stopping outbound emails and sensitive data from falling into the 
wrong hands

Attackers aren’t the only threat to your email data. Employees can 
be a danger to themselves and the business when they send an 
email to the wrong address, whether intentionally or not. At best, 
this is an embarrassing mishap. But at worst, it can leak sensitive 
data, leading to dire consequences, including fines, reputational 
damage, and compliance violations. Mimecast Misaddressed Email 
Protection uses AI/ML to track users’ communications, identify 
anomalies, and alert employees if they are about to send an email 
to a new or unrecognized address. 

How it Works:

• Detects anomalous communications activity by using Social 
Graphing, powered by machine learning, to “understand” a 
user’s typical patterns

• Holds misaddressed emails at the gateway and alerts the 
sender of the potential problem.

• Gives the sender a second chance to confirm their email is 
going to the right place, helping to ensure email data is handled 
judiciously and in a compliant way. 

“Through the lens of heightened regulatory scrutiny, sending an email 
to the wrong person isn’t just a security concern — it’s a compliance 
threat. That’s why it’s important to protect your data and your people, 
which is where Mimecast comes in.”  

— Yossi Sara 
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Catching malicious emails disguised as legitimate messages from 
credible sources 

Credential harvesting is on the rise, especially as more businesses 
use file-sharing services like OneDrive and SharePoint to 
collaborate remotely. Attackers reference these sites in malicious 
emails to bypass detection, luring victims to URLs where they may 
unwittingly share their business logins. Mimecast’s credential 
harvesting protection uses machine learning and advanced 
computer vision to check whether a URL is legitimate, with 
analyses so precise that they can notice if even a single pixel is off 
on a seemingly safe webpage.

How it Works: 

• Computer vision algorithms detect anomalies in the branding, 
login, or payment form information that appears on screen. 

• Depending on the level of suspicion and associated risk, 
users are either warned or blocked from the page. The ML 
algorithm learns from each analysis to become more precise 
with time – and far harder to fool with a sophisticated brand 
impersonation than the average user.

“From individual players using a phish kit in their parents’ basement to 
sponsored actors using advanced AI algorithms to pierce their target’s 
cyber defenses, Mimecast’s credential harvesting protection can stop 
them cold. It’s a powerful tool against the full spectrum of zero-day 
and emerging attacks.” 

— Simon Tyler  

Optimizing threat detection

How it works: Mimecast’s detection technologies are powered 
by detection engines that are optimized with the help of machine 
learning algorithms. These algorithms’ decisions are analyzed and 
adjusted by Mimecast’s SOC analysts and data science team, which 
continuously builds, monitors, and iteratively improves the models. 
Together these collaborative interactions provide a layered email 
security approach that captures the domain knowledge of our 
security experts, teaches ML algorithms with that knowledge, and 
applies those learnings to enhance protections for all customers. 

“With continuous interaction — especially on the most difficult cases — 
between the AI/ML algorithms, our SOC analysts, data science experts, 
and the engineering team, the end result is continuously rising efficacy 
in threat detection.” 

— Elaine Lee, Principal Data Scientist, Mimecast 

Categorizing and triaging suspicious emails

How it works: When users report suspicious emails to Mimecast’s 
SOC, Mimecast uses ML to automatically categorize, triage, 
and prioritize them for investigation. Each suspicious email’s 
metadata is also automatically enriched with a risk score and 
any information about the user’s past reporting behavior. This 
information helps analysts make a rapid decision about whether 
an email is malicious or not. The final decisions made by our 
analysts feed back into our ML models.

“Our use of ML to triage suspicious emails creates a virtuous cycle of 
improvement for our machine learning algorithm and increases the 
productivity of our SOC analysts.” 

— Yossi Sara 
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Detecting compromised email accounts

How it works: Machine learning models detect anomalous 
behavior in outbound email frequency. If a user starts sending a 
high volume of emails or begins sending email at unusual times, 
alarms are raised.

“Signs of attack don’t always come from outside the organization. 
Machine learning is a powerful ally in monitoring and mitigating 
internal threats that materialize after an employee’s email account has 
been hacked.” 

— Simon Tyler   

Categorizing websites

How it works: Supervised learning categorizes websites as 
malicious or inappropriate, which tells Mimecast’s email and web 
security products to block access to those sites. 

“The average employee visits dozens of web pages each day. Supervised 
learning technology allows businesses to assess and block malicious 
pages at scale, without sacrificing employee productivity.” 

— Yossi Sara 

Identifying “not safe for work” images

How it works: Deep learning and computer vision algorithms work 
in concert to detect inappropriate images in emails.

“Mimecast was among the first to put a deep learning model in 
production, and that shows in our record on NSFW image detection — 
it’s fast, effective, and has an extremely low rate of false positives.” 

— Simon Tyler  

Looking Ahead 
How will AI capabilities evolve in cybersecurity?   
 
Science fiction is rife with fully automated cyber battles between 
good and evil artificial intelligences. In fact, the author who coined 
the word “cyberspace” (William Gibson) used just such a plotline 
in the landmark trilogy of novels that brought cyberspace into 
mainstream language, beginning in 1984 with Neuromancer. But, 
as Sagar Samtani, Assistant Professor of Operations and Decision 
Technologies, Indiana University, notes, the current maturity of 
AI suggests that such fully automated cyber battles between AI 
attackers and AI defenders is many years away.  
 
Today, AI/ML is just a very sophisticated part of the multilayered 
cybersecurity solutions that businesses need to protect their 
communications, people, and data. AI/ML is sufficiently immature 
that it’s deployment must be considered carefully and should be 
restricted to uses that exploit its strengths while deemphasizing 
its limitations. Already, it’s helping to accelerate detection and 
response when used as part of a multilayered defense.  
 
Tomorrow, the use of AI in cybersecurity will expand, as improved 
AI/ML algorithms are trained using the vast stores of threat 
data that leading cybersecurity companies like Mimecast have 
accumulated over the years. While not yet fully understood or 
realized, AI’s potential seems as vast as the imaginations and skill 
sets of those who are working to harness it. Only time will tell 
where and how far it will take us. 



Mimecast was born in 2003 with a focus on delivering relentless protection. Each day, we take on 

cyber disruption for our tens of thousands of customers around the globe; always putting them first, 

and never giving up on tackling their biggest security challenges together. 

We continuously invest to thoughtfully integrate brand protection, security awareness training, web 

security, compliance and other essential capabilities. Mimecast is here to help protect large and 

small organizations from malicious activity, human error and technology failure; and to lead the 

movement toward building a more resilient world.


