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Introduction
Concern over cyber attacks has become 
mainstream in organizations of all sizes. If not 
directly impacted by a cyber event, the news 
is filled with stories of other organizations 
that have been targeted. When it comes to 
the impact of these attacks, the potential 
aftermath is also understood; they can be 
operationally crippling, expensive, and have 
long-term ramifications. 

From board rooms to IT departments, organizations 
have accepted the reality of the phrase “not if but 
when” and are now moving in the direction of planning 
and implementing steps to increase their cyber security 
preparedness. Security transformation is foundational to 
digital transformation and while no one can do it alone, 
Dell Technologies can help you fortify with modern 
security. 

79%

65%

65% of IT decision-makers 
are not very confident that 
their systems/data can be fully 
recovered.2

79% of organizations are 
reporting they had experienced 
a ransomware attack in the 
past year.1
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Fortifying your environment with a modern security posture requires practitioners to think 
about the capabilities that are necessary to ensure their devices, applications, and data are 
secure and resilient. There are six key functional areas can help a business protect their 
data and systems, enhance their cyber resilience, and help to overcome the complexity that 
security introduces. These six functional areas are a recipe that do not need to be implemented 
in any particular order nor do any one of these functional areas have a single solution to fulfill 
the need, there may be many capabilities needed to round out a functional area. 

The six key functional areas that practitioners need to think about when architecting for 
security and resilience are:
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Operational Security is all about managing the 
credentials and the roles and rights of personnel 
in the company and what access they have 
to specific devices, applications, and data. 
Additionally, a Zero-Trust architecture or ZTA 
means that no person, system, or application 
can access data, applications or systems 
without verification and there must be mutual 
authentication.

Operational security ensures that the right 
people, systems, or applications have access 
to the right data, at the right time with proper 
authentication in place. Considerations include:

• Adopting a Zero-Trust architecture

• Secure LDAP or Active Directory

• Multi-factor Authentication—MFA 

• RBAC (role-based access control) 

1. Operational
 Security

WHY OPERATIONAL 
SECURITY IS IMPORTANT 

To enable a trust but verify 
identity management 
environment

To ensure the right people and 
applications have access to the 
right devices and data

To prevent rogue actors or 
disgruntled employees without 
proper access from stealing, 
corrupting, or deleting data
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Being resilient means two things. It means that the environment is tough 

and can recover from any sort of threat or breach. In addition, resilience 

also means that the environment is flexible enough to enable people 

in the company to do their job. To achieve this, people need access to 

systems, applications, and data to help the business be competitive. 

Having the proper administrative privileges ensures that the environment 

is secure and that the company is prosperous.

Dell Technologies solutions ensure proper access to devices, through 

systems, to the data. Dell systems are designed from the ground up with 

security in mind. Capabilities such as multifactor authentication ensures 

secure access to applications and data. In addition, roles-based access 

ensures users of applications and data are granted proper functions of 

the application and use of the data based on specific access definitions. 

These capabilities are part of the foundation of a zero-trust architecture.
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A secure, resilient solution has capabilities to 
inspect the data that comes into the environment 
and inform on malicious activity and corrupt data 
as well as identify corrupt systems or applications.

Solutions need to provide the ability to monitor 
the environment for malicious activity, identify 
any bad actors or data corruption and inform the 
right person to take the appropriate action. These 
capabilities include:

• Scanning new data to identify infection 
signatures

• Take advantage of AI tools to continuously learn 
and adjust to threats

• Utilize capabilities such as anomaly detection to 
identify cyber threats

• Provide notifications when bad actors or corrupt 

data gets into the environment

2. Monitor
 and Identify

WHY MONITORING 
AND IDENTIFYING ARE 
IMPORTANT 

To scan all data for infections

To provide early threat 
detection and pre-recovery

To catch infected data as 
quickly as possible using 
AI/ML and reduce corruption

To quarantine infected data

To cleanse and restore data
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An example of how Dell Technologies helps to monitor what is happening 

in the environment and identify potential threats is with advanced 

analytics and machine learning to scan protected data looking for signs 

of ransomware or malware. This way, when the data is recovered, it does 

not corrupt data in the production environment. When infected data 

is identified, forensic tools help identify the corruption and the attack 

vector, as well as help, remediate the infection such that the last clean 

set of data can be recovered to avoid business interruption.
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Encryption is the process of encoding data from 
‘plaintext’ to ‘cyphertext’ to deny the intelligible 
content to a would-be interceptor. This does not 
mean that the would-be interceptor cannot try 
to interfere with the data or gain access to it, but 
they are unable to make sense of the content.

One way in which hackers try to leverage their 
hacking skills for profit is by stealing Personal 
Identifiable Information—PII and selling that data. 
To avoid the issue where data is captured in clear 
text and can be used, it is important to ensure that 
data is encrypted. This can be accomplished with 
technology such as:

• Self-encrypting drives (SED)

• FIPS 140-2 certification

• Data in-flight encryption

• Data at-rest encryption 

3. Pervasive 
 Encryption

WHY PERVASIVE
ENCRYPTION IS IMPORTANT 

To protect the integrity of 
the data

To keep personal and stolen data 
from being used in malicious 
ways or from being exploited

To increase customer trust

To support government security 
requirements
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Dell Technologies systems provide full encryption, end to end in the data 

lifecycle. In addition, Dell’s enterprise storage systems can host self-

encrypting drives and all encryption is FIPS 140-2 certified such that it 

can support all governmental security needs.

Encryption is one of the easiest ways to ensure that if cyber criminals 

actually “steal” data, this data cannot be used in malicious ways to exploit 

your customers and hence demand any type of ransom.
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4. SLA-Based
 Recovery

By taking advantage of different types of data 
protection and recovery technologies, businesses 
are poised to be able to meet business recovery 
SLAs for their critical data.

Utilizing the proper protection solution in order 
to create a secondary copy of data can enable 
businesses to quickly recover data and meet 
SLA objectives. Solutions here include:

• System based snapshots 

• Snapshot based data protection 

• Streaming backups 

• Understanding recovery SLAs based 

on where the protected data is stored

WHY SLA-BASED RECOVERY 
IS IMPORTANT 

To enable different RPOs and 
RTOs that allow the business 
to meet SLAs

To balance the costs of 
protecting and recovering data

To recover the most recent, 
uninfected copy of the data 
quickly and efficiently
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The need for “always-on” access to business-critical data are what drive 

the RPO and RTO of the data. Not all data protection solutions have the 

ability to meet the RPO and RTO needs of all the data. Dell solutions 

enable customers to take multiple, point-in-time copies that help to meet 

customer RPO needs and provide customers the ability to instantly recover 

their data helping them meet business-critical data recovery SLAs.

Dell understands that not all data can be treated equally. Some data in an 

organization has greater importance than other data. Business-critical data 

needs to be recovered as quickly as possible. In addition, the more current 

the data, the quicker the business can get back to operational.

TABLE OF CONTENTS



An airgap provides physical or logical isolation 
from other systems or networks to prevent the 
possibility of infiltrating the data, systems, or 
applications. 

An airgap infrastructure provides isolation of 
data, systems, and applications, so that without 
the proper permissions (see Operational Security), 
it is not accessible. 

There are different forms of airgap:

• Physical airgap

• Logical airgap

• Isolation

• Immutability

• WORM

5. Airgap
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WHY AIRGAP IS IMPORTANT 

Provides physical and logical 
separation of backup data

Copied data cannot be seen, 
accessed or mounted to hosts 

Data is immutable and cannot 
be changed



Dell provides multiple ways for customers to airgap their data and ensures 

protected data copies cannot be corrupted. Solutions that utilize a vault 

approach whereby a copy of the protected data is copied to another area 

and the network link between the two copies of the data is broken such 

that no one can get to the copied data. In addition, Dell provides other 

ways to logically airgap data by storing a copy in the cloud or on object 

storage. Dell also can provide a physical air gap with its tape solutions.
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Automation and orchestration are all about 
leveraging systems to play the role of humans. 
This is especially important during cyber attacks 
as panic sets in while a threat is happening. 
The biggest inhibitor in successfully bringing 
back applications, systems, and data from 
a cyber attack is human error. Automation 
and orchestration can deliver simplicity to an 
environment trying to protect itself from cyber 
threats in many ways.

It is important to point out that any plan that is not 
tested is not a plan. Automation and orchestration 
enable businesses to practice their resiliency 
capabilities to ensure they meet the needs of the 
business. Utilizing automation and orchestration, 
businesses can practice procedures multiple times 
a month to make sure they can get the business 
back to operational when an attack hits. 

• Automatically remediate infected data

• Monitor and identify malicious activity

• Proactively create locked copies of data

• Provide recovery without the need for 
human intervention

6. Automation and 
 Orchestration 

WHY AUTOMATION 
AND ORCHESTRATION 
ARE IMPORTANT

To provide the ability to test 
your cyber posture more 
regularly and to be prepared 
for a recovery event

To mitigate and remediate 
issues faster and avoid greater 
corruption

To remove costly and timely 
human error mistakes during a 
recovery event

TABLE OF CONTENTS



One way in which Dell Technologies provides automation and orchestration 

for cyber recovery is by automating the process of creating air gapped 

data copies. This creates an unchangeable data copy in a secure digital 

vault. The solution also provides automated restore and recovery 

procedures to bring business-critical systems back online quickly and with 

confidence. Solutions in the Dell Technologies portfolio use capabilities 

such as automated integrity checks and anomaly detection to determine if 

data has been impacted by malware. They can also help with remediation, 

once malware is identified.
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Summary

Highly resilient or “prepared” organizations are more likely to deliver 
new offerings to market ahead of the competition.3 

Cyber security and resilience are the most important IT priorities today. Ensuring businesses 
can stay running and keep the confidence of their customers is critical to business success. 
Ensuring you are fortifying your infrastructure with modern security helps businesses to invest 
with confidence.

Check out the Gartner Maverick Report to understand the need to balance 
security with resilience

Take the Cyber Security Assessment to understand your readiness and how 
Dell can help
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